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Features & User Guide

Everything Hashentic can do foryour brand, and how to doit:
from tagging your first product to answering a counterfeit alert.
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Overview

What Hashentic is, the handful of ideas everything else is built on,
and how to find your way around the admin panel.

01 Hashentic ataglance 03 Roles, permissions and your license

02 Keyconcepts 04 Finding your way around



OVERVIEW

Hashentic ata glance

Hashentic gives every physical product a digital identity that customers can check in one tap. You define

your productlines, mark eachitemwith a secure NFC tag ora QR code, and Hashentic verifies every scan,

shows the customer a branded page, and tells you where, when and how your products are being checked.

Admin panel

Brand team, in the browser:
catalog, analytics, settings

Desktop utility

ConnectsaUSBNFCreaderto
write tags in production

Mobile app

Staff in stores and warehouses:
scan, edit, write tags

How a product gets protected

documents

Verification page

What a customer sees after
tapping the tag or scanning the QR
code

Hashentic

verification - analytics - fraud
detection - workflows - Alanswers -

Integrations

ERP data sources, webhooks, HTTP
calls from workflows, the REST API

1- Describeit

Create an asset for each productline,
with the fields you want to record (serial
number, material, batch...) and the page
customers will see.

2 - Markit

Create products and give each one an
authentication: a cryptographic NFC
tag written with the Desktop utility or
mobile app, ora QR/barcode label you

3 - Watchit

Every scanis verified and recorded.
Dashboards, the geo map and fraud
alerts show you genuine demand, gray-
market leaks and copies.

print.

Design branded verification pages from a gallery of 60+
templates, with an Al assistant and product documents on

Detect cloned tags, impossible travel, gray-market sales
and scan bursts automatically.

Automate reactions with workflows: block a tag, label a
product, notify the team, call your systems.

Prepare Digital Product Passport data (GS1, economic
operator, circularity, EU battery passport).

What you can do withit

v Authenticate products with NTAG 424 DNA and EM4425 v
secure NFC tags, NTAG 215 tags, or QR/DataMatrix/Code
128 barcodes, including GS1Digital Link. the page.

v Track every valid and invalid scan with date, country, device v
andrisk flags.

Vv Write tags one by one orin bulk from a spreadsheet oran v
ERP, and print barcode sheets as PDF.

v Collect warranty registrations and sign-ups with forms on v
the verification page.

v v

Control access with roles and fine-grained permissions,
two-factor sign-inand a full audit log.

i About the examples in this guide

Use the admin panelin six languages: English, German,
Spanish, Polish, Russian and Chinese.

All screenshots come from a demo workspace for a fictional brand, Kestrel & Vine, which sells watches, leather goods and a
fragrance. Names, numbers and scans are invented. Your screens show your own catalog, and some menus appear only if your

license and permissionsinclude them.

Hashentic - Features & User Guide



OVERVIEW

Key concepts

Afew terms come up on almost every screen. Learn these and the rest of the admin panel reads naturally.

Asset Product

Aproductline ormodel, such as "Heritage Chronograph 42". It One physicalitem of an asset, withits own values (serial number,
defines the fields every item carries, the verification page design, batch..)and a short identifier such as 7eWb86L. Products can be
fraudrules, forms and workflows. An asset can be limited to a blocked or deleted.

fixed number of products.

Authentication Verification

The carrier that proves a product is genuine: an NFC tag (NTAG One scan of an authentication by anyone. Itis either valid or
424,NTAG 215, EM4425) orabarcode/QR code. Aproduct can invalid, with areason such as "Invalid CMAC" or "Product is
have more than one. blocked".

Field Preset

Apiece of product data defined on the asset: Text, Email, Areusable bundle of fields and a page template. Pick a preset
Number, Select, Lookup, Date or Checkbox. Fields canbe when creating an asset to start from the same structure every
required, protected (encrypted), hidden from consumers, or time.

editable later.

Lookup Label

Amanaged list of values (materials, boutiques, markets...) that A colored tag onaproduct orauthentication, such as "Sold" or "In
Lookup fields draw from, so everyone uses the same spelling. service". Labels drive templates, forms and workflows.
Template Workflow & form

The verification page a customer sees. Each asset has a verified Workflows react to events (a scan, ablock, a fraud alert, aform, a
page, an optional unverified page and optional auth templates webhook) with actions. Forms collect customerinput on the

for specific countries, labels or tag types. verification page.

/  Tagsvs. barcodesinone sentence

Secure NFC tags (NTAG 424 DNA, EM4425) generate a new cryptographic code on every tap, so a copied link is detected.
Barcodes and NTAG 215 tags carry a fixed link: they are cheaper and printable, but a photocopy scans as genuine. Use fraud alerts
(velocity, gray market) to watch them.

Hashentic - Features & User Guide



OVERVIEW

Roles, permissions and your license

What a person can see and do depends on two things: the permissions on theiraccount and the featuresin
yourcompany's license. If amenuitem described in this guide is missing, one of the two is the reason.

Roles
Role What it means
Super User The highestrole, held by the built-in  administrator account.Has every permission, sees every asset and is the only
role that can open the Auditlog. A Super User can give this role to other accounts.
Admin Sees all assets. Can do exactly what the permissions ticked on the account allow.
User Works only with the assets assigned to the account, withinits permissions.
Authority - Recycler - Partnerroles for the Digital Product Passport. They read, update and block products of assigned DPP assets, and see
Repairer or edit only the fields whose data audience includes theirrole.
Permissions

Onthe user form permissions are grouped by area: Products, Assets, Presets, Lookups, Workflows, Al, Users, Settings, License,
Integrations and Notifications management (see Users and access). Granting a write permission also grants the matching read
permission. The mostimportant ones:

Group Permissions

Products Read - Write - Update - Delete - Block - Unblock products; read valid and invalid verifications; read/write bulk
operations; read/write fraud alerts

Assets, presets, Read - Write assets, Delete assets; Read - Write presets; Read - Write lookups
lookups
Workflows Read - Write workflows; Write workflow templates; Read audit events
Al Generate Al fields, template, recommendations and workflows; Use Al analysis; Use Al assistant; Read customer
questions
Administration Read - Write users; Read - Write settings; Write license; Manage ERP connections; Read notifications
License features

Yourlicense sets limits (users, assets, tags, barcodes, Al tokens, document storage...) and switches on optional features. Throughout

this guide, features that need alicense option are marked witha License feature chip.

Feature What it unlocks

Bulk write Multiple mode for writing tags and generating barcodes, Bulk operations, ERP connections
Update records Editing product values after creation

Geolocation analytics Country of each scan, Geo map, country rules in templates and fraud detection

Hashentic - Features & User Guide



Feature What it unlocks

Deviceinfo analytics Device, brand, model and OS of each scan

Fraud detection Fraud alerts, fraud settings, the "On fraud detected" workflow trigger

Workflows - Asset forms Workflow builder and runs - forms on the verification page

Al Alanalysis - Al assistant - Al generators - questions over your data - the assistantin the admin panel - Al answers on the verification
Customer Al page and the Customer questions page

Product documents Document library and documents on the verification page

Productlookup Filling GS1data from a GTIN when creating an asset

White-label branding The Branding page: your own name, logos, colors and links

Mobile applications The mobile app, sign-in by QR code, tag writing from a phone

Your license may also restrict which carrier types (NTAG 424, NTAG 215, EM4425, Barcode) you can use. The License page shows your
license status, dates, limits and current usage; ask your administrator which features are included.

Hashentic - Features & User Guide



OVERVIEW

Finding your way around

The admin panel works in any modern browser. The menu on the leftis grouped by task; the bar at the top

holds the tools you need on every page.

/

[@[Hashentic] >

ANALYTICS

) Dashboard

Analytics by @  Alassets

2 3 ., ;. 6
© Connectappiication | (S ﬂl@llﬂ

@ Verifications = 0
Welcome back, administrator - - Last 24h Week Month
® Geomap o
Total Year . ’ 104 scans 230 scans 476 scans
@Fraudalens 1.9Kscens 1.9Kscans Q‘ = 7 +258.62% 7 +170.59% 7 +95.88%
B2 customerquestions
CATALOG ) ) )
Verification analytics D 0 M oY Al Scans by type (%) D o MY Al
# Products v
A [Ntagd@ e
go Assets 95scans
1004
IR Presets
] Ntag215 -
= Lookups o8 Oscans =
§
OPERATIONS g 0
£ Barcode
= - 135 scans
=, Bulkoperations 204
Q Notifications
204 Em4425

‘;&; ERP Connections

Oscans 2%

SYSTEM

Bl Users
i Valid 3 Invalid
0 Auditioa

7
Dom Y.

Scans by validity (%)

The admin panel. 1Menu, grouped into Analytics, Catalog, Operations and System - 2 Reader status: connects the Desktop utility for NFC
tags - 3 Notifications - 4 Replay the guided tour - 5 Language - 6 Your profile - 7 Al assistant.

The menu
® Analytics: Dashboard, Verifications, Geo map, Fraud alerts,
Customer questions.

¢ Catalog: Products (List, Add new, Update), Assets, Presets,
Lookups.

® Operations: Bulk operations, Notifications, ERP
Connections.

® System: Users, Auditlog, Applications, Settings, Branding,
License.

® Atthebottom: Integrationguide , Mobileapp ,
Setup desktop utility andtheme settings.

Signingin

Handy everywhere
® The ? next to a page title explains the page;
Show app tour replays the guided tour.

¢ Listsshare the sametools: asearchbox, Addfilter for
precise filters, sortable columns and page size.

¢ Switchlight/dark mode with the moonicon and the
language with the flag.

¢ The sparkle button at the bottomright opens the Al
assistant.

Openyourcompany's Hashentic address and sign in with your username and password. Depending on your company's settings you
may alsosee Continue with Google , and you may be asked for a code from your authenticator app (two-factor authentication).

Forgot your password? Click Forgot Password? and follow the link sentto your email. After several failed attempts the accountis
locked forafew minutes.

The first time you signin, a short tour points out the main areas. You canreplay it any time.

Hashentic - Features & User Guide
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@ [Hashentic]

‘Welcome to Hashentic
Youradimindashooard

Sign-in page. Your company's brand name appearsin the title.

[



Feature catalog

Every area of Hashentic, one chapter each: whatitis for, what you
see onscreenand what you cando there. Useit as areference; the
step-by-step guidesin Part Il build oniit.

05 Dashboard 15 Workflows

06 Verifications 16 Writing tags and printing barcodes
07 Geomap 17 Bulk operations and ERP

08 Fraud & anomaly alerts 18 Notifications and auditlog

09 Customer questions 19 Alfeatures

10 Products 20 Usersandaccess

11 Assets and fields 21 Settings, branding andlicense

12 Verification page templates 22 Mobile app and Desktop utility

13 Presets andlookups 23 The consumer verification page

14 Labels and forms



ANALYTICS

Dashboard

The home page: how many genuine scans you get, how thatis trending, which carriers customers use and
where they are.

Menu Analytics — Dashboard Access everyone; data limited to your assets

License Geolocation analytics forthe country map

/

@ [Hashentic] 5 ¢« Lo = e

ANALYTICS

Analytosby o (a=e

@ Verifications

a o-—
Welcome back, administrator - Last 24h Week Month
G
& i Total Year [ * 37 - .o 476 cco
P rravaaents 1.9Kscans | 1.9Kiscans Q_ o] 2 +258.62% 214170 59% 2 +95.88%
Eg Customer questions
SSes Verification analytics L] 0 Moy Al Scansby type (%) p o L
H# Products v
Ntag424 o
& Assets 95scans
1004
IR Presets
Ntag215 —
= Lookups 807 Oscans :
OPERATIONS % 6o
= Bgrcode
= Bulk operations 40 I233cans
I;l Notifications
- Em4425 0%
°,&.° ERP Connections SSeas
006 0‘7 OKS DID 1‘0 Wll II7 1'3
SYSTEM
Date
@Il Users
Hovald o ivaiid Scansby validity (%) o@n v
Q. Auditioa
Dashboard. Pickanassetin Analyticsby tonarrow every cardto one product line.
v Welcome cardwith Total and Year ,plus Last24h |, v Verification analytics: valid and invalid scans over time.
Week and Month cardswiththe trend against the Switchthe periodwith D W M Y Al .

previous period. These count genuine (valid) scans. o ) )
v Scans by validity (%): genuine vs. failed checks.

Vv Scans by type (%): the share of NTAG 424, NTAG 215,

EM4425 and barcode scans. ~ Drill down alnywhere: clickanumber, a (‘Thart series, atype
row, a pie slice ora country to open the list of the scans
v Scans by country: a world map shaded by genuine scans behindit.
per country.
v Tip

The drill-down list shows every individual scan, with the context you clicked on as fixed filter chips (for example "Country: FR"). Click
arow to openits full verification details.

Hashentic - Features & User Guide 12



ANALYTICS

Verifications
The log of scans. Valid shows genuine checks, Invalid shows every scan that failed and why.

Menu Analytics — Verifications Permission Read valid /invalid product verifications

/verifications

@ [Hashentic] ] ¢« Po e e

ANALYTICS

Latest verifications @

[ Dashboard
@ Verifications
Valid Invalid
@ Geomap
7 ~\
@Fraudalens Q Search by Identifier. (= Addfiiter |
o S e

2 Customerquestions

dentifier Assetname Readcounter Authenticationtype  Verification date: Risk Actions
CATALOG
EaudeParfum 0Oct13,2026
Qe No.7—50ml - Bercods) 17:21:52 - 9
H# Products v
EaudeParfum Oct13,2026
& Assets DagHSow No.7—50ml 5 Bafcode 17:21:52 E k!
I Presets SR Eaude Parfum B e Oet13,2026 B B
P No.7—50m 17:21:52
B Lodips Eaude Parf Oct13,2026
aude Parfum ct13,
4IQaGm No.7—50m - oersode 17:21:52 - k!
OPERATIONS
EaudeParfum Oct13,2026
_ SYENIF: No.7—50ml : Barcede w2152 3 k!
=, Bulkoperations
EaudeParfum Oct13,2026
0 Notifications Bl No.7—50mI B Barzong 17:21:52 - b
ERP Connections Voyage Card Oct13,2026
* IN45Kez Holder - Barcode 1719:20 - )
SYSTEM Rowsperpage: 15 ~ 11501376 >

@Il Users °
©Hashentic 2026 Web dev- AP| dev

Q. Auditloa

Latest verifications. The list shows the most recent matching scan of each product. Use the clock icon for every scan of atag, orthe
Dashboard drill-down for every scanin a period.

i Why do scans fail?

Most failures are copies: a cloned NFC tag fails its cryptographic check ("Invalid CMAC", "Invalid PICC"), are-shared tag link is
caught as "Already verified" or "Read counter mismatch", and a made-up or deleted code s an "Invalid product". Scans of blocked
products fail with "Product is blocked" or "This authentication has been blocked".

Verification history x B [Hashentic] " «Poc@
awomcs
Latest verifications @
(@ Dashboard

€1a65660-5bdb-4467-8e3f-d175c754abf6 Eaude ParfumNo. 7 — 50 m| - Barcode ® Geomsp
Prrsans [oRm——C o)
Verifcationdate  Read counter Countrycode 1Paddress Device Brand. Model User-Agent B Customer questions

0Oct13,2026 CATILOG
oty . . e . . — s o

# Products v
ugts 2026 . wmagtons sorng f—— g & hows oottt i 9
o3 2026 —— R = peeee iy (et e b
Aada s 1920253 waolet sopie o e o .

sto ertege P O
oed Chionogreen a2 L 103510 g

b E 8 2050131 smarprone sopie Prone e e . T — cutmaons

=, aukopmions
o ‘xila/s. O (Phone: BumopE i SO p—— Magéaa. e - bl
revz0.2026 w wagtons sorie i L B

He ERPComections Hepwala ot i agaza ot S s

Rowsperpage 5+ 1-sars

- e B an ¢ >

@I sers °
. i i . o s [—————

Verification history of one QR code: date, country, IP address and device of
every scan. Invalid tab. The Reason column explains each failure. Allreasons are listed in

AppendixA.

Hashentic - Features & User Guide 13



Columns

® ldentifierand Asset name of the product.

® Read counter of NFC tags, which rises with every tap ("-" for
barcodes). On the Invalid tab thisis the Reason.

¢ Authentication type: Ntag424,Ntag215, Em4425 or
Barcode.

® Risk: VPN , Proxy , Tor or Threat whenthescan
came from a flagged network.

Hashentic - Features & User Guide

Finding scans

¢ Searchbyidentifier,oruse Add filter :ldentifier, UID,
Authentication type, Verification date, Asset name, Country
code, and on the Invalid tab, Reason.

¢ Clickarow for Verificationinfo: country, IP address, device,
brand, model, browser and the product's field values.

® The clockicon opens the Verification history of that tag or
code: every scan, inorder.

14



ANALYTICS

Geo map

Every geolocated scan on aninteractive world map, so you can see where your products are checked, and

where copies surface.

Menu Analytics —» Geo map Permission Read verifications
/map
@ [Hashentic] 51
ANALYTICS

[ Dashboard Geo map @  Allassets

@ Verifications

License Geolocation analytics

S fos @

Verification scans plotted on the world map. Click a cluster to zoom in, click a point for details.

® Geomap
Valid- 456 Invalid - 41

@Fraud alerts

El ‘Customer questions

=
(‘456 scansonthemep ) (15countries )
L ¥ SN S

CATALOG

# Products v
2o Assets

IR Presets

2 Lookups

OPERATIONS
® Validscan
= Bulkoperations @ Invalid scan

@ Cluster. clickto zoom

I_:l Notifications

°.5; ERP Connections
SYSTEM
@Il Users

Q. Auditloa

D W°v Al

© OpenStreetMap contributors | MapLibre @

@ Hashentic 2026 - Web dev - APl dev °

Geo map. Nearby scans merge into clusters; click a cluster tozoomin and a point to see the list of scans.

v Toggle Valid , Invalid and Risky scans.Invalidand
risky (VPN, proxy, Tor, threat) scans are hidden until you
switch them on.

v The chips above the map count the scans shown and the
countries they come from.

Hashentic - Features & User Guide

v Choose the period (default M ,thelast month)and narrow

toone asset.

v Clickapoint,then Click toseethelist toopenthescans

behindit.
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ANALYTICS

Fraud & anomaly alerts

Hashentic watches the stream of scans and raises an alert when a patternlooks like counterfeiting or

diversion. The menu badge shows how many alerts are still New.

Menu Analytics — Fraud alerts Permission Read fraud alerts (actions: Write fraud alerts) License Fraud detection
/fraud
ElHoshentc] : ¢ Pos@
ANALYTICS
[ Dashboard y
@ Verifications - -
(= Addfiter |
@ Geo map :
© Fraudalents Detected Severity Signals Score Asset Counry  Status Actions
B2y customerquestions Oct13,2026 ———— EaudeParfum
SHidei Medium (Invalid-scanburst | 25 o, AE Confirmed X
CATALOG ) : Heritage
ol ot Medium (Impossible trave ) 40 Chronograph us New v ®
= 42
3 Products v
Oct13,2026 Ay
A Assets 72299 High (Cloned chip(counter) ) 50 AtelierTote 1s New v @
IR Presets - - Heritage
?fgi:eu Medium (Graymarket ) 35 Chronograph CN Acknowledged ® X
I 42
2 Lookups
(Cloned chip (counten ) Heritage
Sage Citical s 90 Chronograph ™® New v ®
OPERATIONS (Impossible travel ) 42
=v Bulkoperations 0ct13,2026 e EaudeParfum
e Medium (Impossible travel ) 40 i i FR New v @
Q Notifications
Oct13,2026 . " ~ Voyage Card =
i Medium (Velocityspike ) 30 Hoda: ES Dismissed ®
‘;&; ERP Connections
SYSTEM Rows per page: 15« 1-130f13
Bl Users °
@ Hashentic 2026 - Web dev - APl dev
Q. Auditioa

Fraud & anomaly alerts. Each alert combines one or more signalsinto a score and a severity.

What triggers an alert
Signal Raised when...
Cloned chip Asecure NFC tagreports aread counter that is not higher than one already seen: two physical tags share
(counter) the same identity.

Impossible travel

Gray market

Velocity spike

Invalid-scan burst

Risky IP

Two consecutive scans of the same tag are more than 100 km apart and would need more than 900 km/h to
travel.

At least 3 genuine scans of an asset within 24 hours come from a country outside the asset's Authorized
regions.

The same tag or code is scanned at least 10 times within 10 minutes.

Aproduct collects at least 5 failed scans within 30 minutes.

Added to another signal when a triggering scan came from a VPN, proxy, Tor or threat network.

Weight

50

40

35

30

25

The score is the sum of the weights (at most 100). From 75 an alert is Critical, from 45 High, from 25 Medium. The High and Critical
cutoffs and the travel, velocity, gray-market and burst-window values can be tunedin Settings — Fraud & anomaly detection; the
burst count uses Invalid verification anomaly threshold under Verification alerts. High and Critical alerts also send a notification and can
start a workflow ("On fraud detected").

Hashentic - Features & User Guide



Fraud alert

Citical J\Score:vo\} New

signals

((Cloned chip (counter)) (Impossible travel )

Asset Country  Window

Heritage Chronograph42 TR Jan18,202619:07:20 — Oct 13,2026 16:58:56

Metrics

Speed (km/h):1253.6
Distance (km): 2256.5
Read counter: 11
Counter drop: 7
Previous read counter: 18

Triggering scans
Verification date Country Coordinates Read counter

Oct13,202616:58:56 r 41.018,28.975 n

Dismiss  Acknowledge  Close

Alert details. Metrics (distance, speed, counters) and the scans that
triggeredit.

Hashentic - Features & User Guide

Working an alert

® Acknowledge :youhaveseenitandarelookingintoit.

° Confirmfraud :itisarealcase.

° Dismiss :afalsealarm.

A status only records who decided and when. Confirming does

not block anything by itself: block the product or tag onits page,
orletaworkflow doit.

Filterwith Add filter by Severity, Status, Signals, Detected
date, Asset and Country.

17



ANALYTICS

Customer questions

Customers who verify a genuine product can ask an Al assistant about it on the verification page: care,
warranty, ingredients. This page shows what they ask and how well it was answered, so you can close the
gapsinyour productinformation.

Menu Analytics — Customer questions Permission Read customer questions License Al+ CustomerAl

/customer-questions

@ [Hashentic] 5

ANALYTICS

[ Dashboard q
@ Verifications O Answering customer questions is turned off for the workspace. Turn it onin Settings and in the asset settings. Open Settings
@ Geomap = N\
Q searchby Question = Addfiter |
@Fraudalens
Last 30days
El Customer questions
Questions Answered Noinformation Refused Thumbs down
CATALOG
103 73% 24 2 6
1 Products v Inthe selected period 75 answered 23%of all questions. 2% of all questions 20 thumbs up
& Assets
IR Presets N
Top questions
= Grouped by question text. Click a question to see every time it was asked.
= Lookups
Question Asked Answered Noinformation Thumbs dc
OPERATIONS
_ y-free? 8 7 0
=v Bulk operations
£ Notifications Come conservare laborsa quando nonla use 3 6 o
‘ﬁ‘ ERP Connections " . Sit 6 % )
SYSTEM bl 15 ol ssalin sl 6 6 o
BNl users
the vegetable-tanned! 6 6 o
R Auditioa

Customer questions. Summary tiles filter thelist; Top questions groupsrepeated questions.

v Tilesfor Questions , Answered , Noinformation |, v Top questions groups identical questions with how often
Refused , Thumbsdown and Fromcache .Clickone they were asked and answered.
tofilter.

v Filterby asset, period (7/30/90 days or custom), language,
v All questions lists time, asset, product, language, status, status and feedback.
cited sources, the customer's feedback and country.

Status Meaning

Answered The assistant answered from the product's public fields, passport data and public documents.

No information Your data does not contain the answer. Add a document or fillin a field to close the gap.

Refused Out of scope: authenticity claims, unrelated topics, personal data or attempts to change the assistant's rules.
Failed The Al service was temporarily unavailable.

i Turningiton

Two switches are needed: Settings — Answer customer questions on the verification page for the whole workspace, and Answer
customer questions with Al on each asset's Settings tab, where you can also write a welcome text. The page is read-only and lists
questions, not answer texts. Answers are cached for reuse (answered questions for 7 days), which is what the From cache tile
counts.

Hashentic - Features & User Guide 18



CATALOG

Products

Every taggeditemyou haveissued. Find any product in seconds, see its scans and history, editits data, print

its code, orblockit.
Menu Catalog — Products — List

/products
@ [Hashentic]
ANALYTICS
[E Dashboard
@ Verifications
® Geomap

@Fraud alerts

El Customer questions

CATALOG

= List

+ Addnew

# Update
go Assets
IR Presets

25 Lookups

OPERATIONS
=, Bulkoperations
Q Notifications

"k’ ERP Connections

Permission Read products

>l

Products @

( N\

= Addfiter |

Q, Searchby Identifier.

Identifier Assetname Authentication type Labels
Eau de Parfum
numzsz o7 et Barcode
i
8LGSex EmzdeParin Barcode

No.7—-50ml

EAVIMS] ,f‘;{;gf Card. Barcode Giftwrapped

Parfi
1Fb2X8g f:’“ ?i o Barcode

D e
ENAm7t By debein Barcode
1253aVD ‘é‘;{:gf Carg Barcode

oo LGitwrzpped
CH7IS6 e Barcode Giftwrapped

[Y—, e

@ Hashentic 2026 - Web dev - APl dev

S fos @

Status Createdate
Active WS:g ‘2‘362026
e T
g
e B
Sainen
e ol
e st
e sy

Canno 24

1-150f 457 >

Rowsperpage: 15 v

Products. Columns: Identifier, Asset name, Authentication type, Labels, Status and Create date. Fields marked Show in grid appear as
extra columns onthe asset's Products tab.

Searchbyidentifieroruse Addfilter forldentifier, UID, Authentication type, Labels, Deleted, Blocked and Create date. Under
Productsinthe menuyoualsofind Addnew (create andtagproducts, see chapterlé)and Update (scanproductsto editthem,

alone orinbulk).
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The product page

/products/{identifier}
@iHashentic] ' ¢ Poe@®
ANALYTICS
[ Dashboard Heritage ® Authentications Asset fields History Documents Al analysis
@ Verifications Chroneraph
Y
@ Geo map
Active Identifier Type Read count Status Labels
@Fraudalens
Identifier: 1F6juOr
12| Customerquestions 4 TFju0r Ntaga24 23 Active +
Serialnumber:  KV42-24-01188
CATALOG
Reference: Kv42102
H# Products ~
= Lst Lavels: @ZD) +
= elddmg Scanthis code withthe
mobile app to open the
/' Update . productand writeatag
toit
do Assets
p s
= Lookups &) Block
OPERATIONS

=, Bulkoperations
L Notifications

‘k ERP Connections

@ Hashentic 2026 - Web dev - APl dev °

Product page. On the left: status, key values, labels and a QR code for the mobile app. On the right: tabs.

1 Blocking vs. deleting

Block a product whenitis stolen, recalled or suspected to be copied: customers who scanit see the "not verified" page, and you
canunblockit later. You can also block a single tag on the Authentications tab and keep the product's other tags working. Locked

NTAG 215 products cannot be deleted from the admin panel.

/products/{identifier}
[E@[Hashentic] > ¢« Po=@®
ames
@ astbora Heritage ©  Authentications  Assetfelds  Hstory  Documents  Alanalysis
© vefcations Chronograph
42 Displsyname Properyake
© ceomen
@kaudm A KV42-24-01188
. dentier: eor .
By Customerauestions azioz
Serinumber;  kVaz-24-0188 . I
camoo
Reterence: Kazioz B
= v @D + Moot
+ Addnew ' 1seta >
7 vpsme %
o Assers 2
v
£ Lookups & Bock

operatons
= Bukoperations
0 Notifcations

s eRpComectons

Hanentc 2026 Vit e APIds °

Asset fields tab: the product's values.

Tabs

¢ Authentications: the tags and codes of the product with
theirtype, read count, status and labels. Add another one
with Add authentication ;block, unblock, remove one,
download its barcode or give it its own page template.

® Asset fields: the product's values.

® History: who created and changed the product, and what
changed.
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/products/{identifier}
[ [Hashentic] > «Po=@
vrmcs
@ Dastors Heritage @  Authentications  Assetfields  Hstory  Documents  Alanaysis
© verfications Chronograph
© Geomep 42 0cl13.2026172128  © Product createdby administrator
P rravasens — Ol is ey

Soldat GVA-01
dentiter: Trejsor o moraic e
) Customerquestions Movement: Automatic caibre V-2

Reference: kV22102

Seralnumber:  Kva2-24-0185
exmios

Reference: Kva2102

_— e .

& Assets o
S tookes B ok

opraToNs

= Bukoperations
0 Notifcations

@ asnantc 2026 et dev APl det °

s ExpComectons

History tab: every change with authorand time.

Actions

® Preview shows the verification page exactly asa
customerwould seeit.

® Edit changesvalues of fields that allow updates.

® Forproducts with secure NFC tags, Edit, Block and Delete
appear after tapping the tag (Products — Update) or when
the asset allows unprotected management. Single tags can
always be blocked on the Authentications tab.
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* Documents: files for this one item (certificate, service
record).

¢ Alanalysis: ask questions about this product's scans
(chapter19).

Hashentic - Features & User Guide

Download exports the barcode as PDF, CSV, XLSX or TXT.

Block / Unblock :ablocked product fails every
verification.

Delete removes the product fromuse; it staysinthe
records as deleted.

QR for the mobile app opens the productinthe mobile
app, forexample to write atag toit.
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CATALOG

Assets and fields

An assetis aproductline: the blueprint every item of that line follows. Its page brings together the fields, the
verification page, documents, labels, forms, workflows and fraud rules of the line.

Menu Catalog — Assets Permission Read /Write / Delete assets Limit number of assetsinyourlicense
/assets
B [Hashentic] 51 « Po=@®
ANALYTICS

[ Dashboard Assets ®

@ Verifications

Q, Search by Name... = Addfilter |
\ .
® Geomap
@Fraud alerts Name: Amount Deseription Create date Products count Actions
;_'5 ‘Customer questions i i
i and-stitched tote ntalian .
Atelier Tote 2952 sl il smuba iy Oct13,202617:21:27 48 £ 0O
CATALOG
Eaude Parfum Signature fragrance. GS1 .
No.7—50ml vnliited Digital Link QReode onthe OetI5 2026 a2, Tag L U
## Products v
Heritage 936 Automatic chronograph, 42 Octi3, 202617:21:26 5 7 al
. Chronograph 42 mm case, sapphire crystal... <
go Assets
Voyage Card . slim cardholder, four siots -~
IR Presets Holder Unlimited Printed QRcode on the care. O35 202611212 15 £ 8
2 Lookups
OPERATIONS
=, Bulk operations
Q Notifications
‘;&; ERP Connections
SYSTEM Rowsperpage: 15 = 1-dofa
@I Users °
®Hashentic 2026 Web dev - APl dev

Q. Auditloa

Assets. Amount shows how many products may still be created ("Unlimited" for open-ended lines) and Products count how many exist.

Creating an asset
Create asset opensashortform: Name (atleast 4 characters),
Create asset X
an optional Amount with Limited to cap the number of
el % Ponered products, an optional preset to copy fields and a template from,
© oo and a Description.
ome? e Lmes© Three options add compliance steps to the form:
Use preset @ -
¢ GS1compliant: GTIN, brand name, trade item description, net
s contentand target market, with Find productby GTIN to fill
themin.
DPP compliant ® GSlcompliant @ Battery passport (EU Battery Regulation) @

¢ DPP compliant: Digital Product Passport data, the economic
operator and circularity & sustainability information.

° Battery passport (EU Battery Regulation): adds the battery

passport fields.

. The AlPowered tab draftsthe fields and a page template from
ashort description of the product.
Create asset: Manual or Al Powered.
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The asset page

Tabs: General - Settings

Products

Fields - Documents - Templates

Auth templates

Workflows Forms

Labels - Alanalysis .Thebutton Addnew product atthe top startstagging with this asset already selected.
/assets/{id}?tab=products /assets/{id}
@[Hashentic] N o Po¢ [@[Hashentic] N ¢« Do+
M;w::m..e < Heritage Chronograph 42 Overview © + Addney M;m:mm < Heritage Chronograph 42 Overview @
G hnbos Goneal Setings Fods  ocumens  Tompltes  ArTenclos | Worfows  Foms  Labos & e sotgs  Podis  Fds  Documems  Tonples  Adhlarpltes  Woklows  Foms  Lsbels
aed Q search by dentifier. (= ) & Downlosc ) o
Praudaens — — @ rraudsiens nfo 2 Recommendations + o

7 Customerquestions

oo Kvaz-2a-05 w210

4 Products v Baseva wvaz-aa-onzz w210l

cxamss kvaz-2a-0259 wvazioz

8 Lookups

e ezl

= Bukoperations oeeszu Kvaz-2a-0193 wvezioz

Q Notfcations et Kvaz-24-019 Kvaz102

s ERpComectons

eror waz-2a-omn w20l

svsren
@i sers

N audtion

Products tab: thisline'sitems, filters and
filtered set.

2 Customerquastons

Haigo camios

.
stock. Active oy
= oz i
Magaza. Active. w*;‘;ﬂ" Q0 Notifications
] B P Comectons
Magd24. Active. 4odpuy

svorem

@il vsers

Rovsperpage: 15 g

Download barcodes forthe

©asnantc 2026 Wi dey APIdar
0 audtion

protecting the line.

/assets/{id}?tab=settings

@ [Hashentic]
ANALYTICS

[ Dashboard

@ Verifications

® Geomap

@Fraud alerts

E! ‘Customer questions

CATALOG

H# Products

IR Presets

v

= Lookups

OPERATIONS
=, Bulkoperations
Q Notifications

ofe ERP Connections

SYSTEM
BNl Users

Y Auditloa

>l

< Heritage Chronograph 42 Overview @

General Settings Products Fields Documents Templates

Settings
Allow already verified asset page @ Allow unprotected management

Enable ownership @

Verification-count threshold (override)

25

Authorized regions

France Italy United Kingdom Switzerland
Germany United States of America Japan w
United Arab Emirates Spain Netherlands

‘Customer questions on the verification page

@ Answercustomer questions with Al
‘Welcome text

Hello! Ask me anything about your Heritage Chronograph — care,
warranty or servicing.

85/300

Answers use only the public fields, the product passport and the public documents.

Automat chronograph, 42 mmcase, sapphire rysta. NFC tag sealed under

General tab: name, description,

Auth Templates

‘4

936

Norecommendations yet

asnantc 2026 Web dev. AP e

amount, and Al Recommendations for

R < o ¢

Workflows Forms Labels

Disable high-verification-count notification @

Settings tab. Authorized regions feed gray-market detection; the customer questions section switches on the Al assistant for this line.

Asset setting

Allow already verified asset
page

Allow unprotected
management

Disable high-verification-
count notification / threshold

Authorized regions
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Whatit does

When a secure tag link is opened again, a designed page is shown with the notice "Product is not verified.
Current urlused more than once." instead of the failure page. Useful when customers re-open the page to

look up productinfo.

Lets staff update, block or delete products with secure NFC tags without tapping the tag, and makes the

asset available for bulk updates by query.

Controls the notification sent when one tagis scanned unusually often.

Countries where thisline is sold. Repeated genuine scans elsewhere raise a Gray market alert.
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Asset setting What it does

Answer customer questions The Al assistant on thisline's verification page and its greeting.
with Al- Welcome text

Enable ownership Records product ownership (with the Product ownership license feature).

Fields

/assets/{id}?tab=fields

@ [Hashentic] > o« Yot

ANALYTICS
. .
— < Heritage Chronograph 42 Overview @ + Addne
lashboart
© Verifications General  Settings Products  Fields  Documents Templates  AuthTemplates Workfows ~ Forms Labels
@ Geomap
+ Cr¢
@Fraudaler!s
12| Customerquestions Display name Property name Type Required Protected Hidden Showingrid  Field stage Actior
CATALOG Serial number serialNumber Text @ @ Create Vi
H# Products v
Reference reference Text @ Q@ Create Vi
& Assets
12 Preset Case material caseMaterial Lookup @ Create Vi
resets
=
= Lockups Dial dial Select Create Vi
OPERATIONS
Movement movement Select Create Vi
=, Bulkoperations
0 Notifications Production date productionDate Date Create y
ofe ERP Connections
Warranty (months) warrantyMonths Number Create Vi
SYSTEM
Sold at soldAt Lookup Create, Update Vi
Bl users
D Auditloa Owneremail ownerEmail Email ® @ Update Vi

Fields tab. The data every product of the line carries.

Types: Text, Email, Number, Select (your own list of options),

Asset field — Case material X
Lookup (values from alookup), Date and Checkbox, each withits
Attributs .
- _— own checks (length, pattern, min/max, only past or future dates).
Case material caseMaterial
Type @ ]
Lookup . Options
Lookup @
(o’ I - .
et ° Required :must be filled.
Options
Required ® Protected © Hidden ® Showingrid ® ® Protected :storedencrypted and excluded from search.
Field stage ® Useit for personal data such as an owner's email.
Create @ Update @ .
¢ Hidden :notshown to customers onthe default page.
Data audience (DPP) @
bl © Asthortty © Recycler @ Repairer @ ® Showingrid :acolumninthe asset's productlist.

Field stage: Create fields are filled whenthe productis made;

Update fields canbe changedlater(forexample "Sold at").
Data audience decides which Digital Product Passport partners
(Authority, Recycler, Repairer) may see a field.

Field settings for a Lookup field.

Once products exist

The property name of a field is fixed whenitis created. As soon as an asset has products, fields can no longer be deleted (you can
stilladd and edit them). Plan the structure on a test asset first, or save it as a preset.
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CATALOG

Verification page templates

The page your customer lands on aftera scanis your brand moment. Each asset decides what it looks like

when the productis verified, and whenit is not.

Where Asset — Templates tab; Settings — Unverified page template

/assets/{id}?tab=templates
@ [Hashentic] 51
ANALYTICS

[ Dashboard

@ Vverifications General  Settings Products
@ Geo map

@Fraud alerts Verified page template

2} Customerquestions @ Buttoncolor & Replace template

=, EditTemplate
CATALOG

# Products v
B [Hashentic]
VERIFIED
IR Presets Authentic pI‘OdUCt
- This item has been verified by Hashentic.

= Lookups

OPERATIONS
=, Bulk operations
Q Notifications

‘;&; ERP Connections

SYSTEM

@Il Users

® NTAG424 DNA - CASE BACK

Q. Auditloa

< Heritage Chronograph 42 Overview @

Documents

Permission Write assets

. P o ¢

Templates AuthTemplates Workflows Forms Labels

Unverified page template Use global templat

& Syncfields

Template not set

Templates tab. The verified page on the left, the unverified page on the right.

Ways to build a page

Templates gallery

60+ ready designs, from minimal and editorial styles to industry
pages forwatches, bags, cosmetics, wine, pharma or batteries,
and Digital Product Passport layouts. Filter by style, use case and
layout, preview in light or dark, pick the fields to show, and apply.

Custom HTML

Your own HTML and CSS, with placeholders such as
[AssetName], [VerifiedAt] or any field like [serialNumber] (see
Appendix B).

Hashentic - Features & User Guide

Block builder

Adrag-and-drop editor ( Edit Template )with headings, text,
images, buttons, columns and dividers, and desktop/mobile
preview.

External website - Al Powered

Show a page from your own website, or let Al generate a template
forthe asset. You can also copy the template of another asset.
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Choose atemplate X

Templates Gallery  FromScratch 4 AlPowered

@ oo @ re @ revew

Drirers

Watches
Syl ®

suts @

alwithcase-backehip placement,

(Gard) (50) (Vertd

Bieshente]

Authentic product

o0
BN Ugh Dak 2

Choose atemplate: pick a design and preview it.

More control

V' Button color: color of the Al-assistant and documents
buttons on the page; empty uses your brand color.

v Unverified page template: per asset, or
Use global template from Settings; failed page rules can
replace it for certain failures.

/assets/{id}?tab=auth-templates
@ [Hashentic] sl
ANALYTICS
[ Dashboard
@ Verifications General Settings Products
@ Geo map

@Fraud alerts

2y Customerquestions

Name

Grey-market notice (Asia-Pacific)
CATALOG

Boutique stock — staff page
H# Products v

& Assets

I Presets

3 Lookups

OPERATIONS
= Bulkoperations
I_l Notifications

"ﬁ,"‘ ERP Connections

SYSTEM
Bl users

0 Auditloa

< Heritage Chronograph 42 Overview @

Choose atemplate X
TemplatesGallery  FromScratch 4% AlPowered
@ oesin @ ro © roiew
auts | [ setctat | ciar MiHashentc]
SELECTED(4) 4 “.” L
e d . Authentic product

serisiNumber]

“This e has been verifed by Hashentic.

Reteercs
E

El O

. Warranty(morihs)
8 * warrantyMonthe]
AVAILABLE®)

frhedat
i)

stol

40

CERTIFICATE OF AUTHENTICITY

0O 0o o o

Fields step: choose and order the fields shown on the page.

v Sync fields: refresh a template after you add orrename
fields.

v Auth templates: alternative verified pages chosen perscan
by tag type, product label or the scanner's country, for
example a notice for scans outside your markets.

Y < o

Documents Templates  AuthTemplates Workflows Forms Labels

Dragtoreorder — when several templates match, the one highest in the listis used.

Engine
(People's Republicof China ) ( Hong Kong ) (Thaland ) ( Singapore ) (CustomHTML )
) 1)\ 1) ) I -)
IPIPPPI Boutique stack (CustomHTML )

©Hashentic 2026 - Web dev - APl dev °

Auth templates. \When several match a scan, the one highest in the list wins; drag rows to reorder.

Languages

Every page template can have versionsin otherlanguages: the asset's verified and unverified pages, each auth template, each failed
page rule and the global unverified page in Settings. Visitors see the language their browser prefers. If there is no version in that

language, they see the base content.

Hashentic - Features & User Guide
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/assets/{id}?tab=templates

B[Hashentic] «

a=m o0

« Cask-Strength Single Malt Scotch Whisky Overview @

Gl Sertngs  Procucts  Felss Documents Aol Viofows  Fome  Labes

Verified page template L]

Xordex|Hashentic]

ified product

il
r/ \

g
Languages under the verified page template: the base language and
Addlanguage .

Add alanguage X

Language of the base content

English (en)

The language the current template is writtenin
Newlanguage

German (de)

Pick fromthe list ortype acode such as pt-BR

O Copy the base content and translate it myself

@ Translate with Al

Add

Add alanguage: the base language once, the new language, and copy or Al
translation.

® The Languages barunder a template shows the base language and each version. Addlanguage asksonce for the Language of

the base content, then for the New language: pick it from the list or type a code suchas pt-BR .

® Copy the base content and translate it myself startsfromacopy. Translate with Al translates the texts and keeps the layout,

images, links and placeholders; anything it could not translate stays as in the base content. Al translation is not available for

templates that show an external website.

® Openalanguageto Edit it,refreshitwith Translate againwith Al (youreditstothatlanguage are replaced)orremove it with

Delete language .

® UptolOlanguages pertemplate. The button coloris the samein every language.

® Aregional browserlanguage falls back to the language itself: a visitor with pl-PL sees the pl version, a visitor with de-AT the de

version.

i Translations start from the saved template

Save your changes before adding orretranslating alanguage. On auth templates and failed page rules, save the rule first. Later
edits to the base content are not copiedinto the languages: update each language with Translate again with Al orby hand.

Failed page rules

The unverified page can change with the reason a scan failed, the type of tag or code, and the scanner's country. The Failed page rules

sit below the auth templates onthe asset's Auth templates tab; rulesforall products are in System — Settings, under the global

unverifiled page template.
Arule canlook at three conditions:

® Failurereasons (Appendix A):
¢ Already scanned: aone-time NFC link was opened again.

® Blocked orwithdrawn: the product or this tagis blocked.

® Internaluse only: the productlineis limited to internal checks.

® Authentication failed: every otherreason, such as an unknown code, a wrong signature or a counter mismatch.

¢ Authentication types: the type of tag or code the link belongs to, known even for tags that were neverregistered.

¢ Countries: from the scanner'sinternet address; needs the Geolocation analytics license feature.

Hashentic - Features & User Guide

27



New failed page rule X

Name *
Link already used

Conditions ()
Failure reasons

Already scanned
Authentication types

Countries

Page template

+ Choose atemplate

Save the rule to add languages

New failed page rule: a name, the conditions and the page to show.

Working with rules:

e Newrule asksforaName,the Conditions and the Page template. All conditions must match; an empty condition matches

everything (Any failure, All).
® The first matching rule wins: drag rows to change the order, and open arule to changeit.
® The page of eachrule can have its own languages.

® Productlabels are not offered: a failed scan cannot prove which product it belongs to.
Afailed scan shows the first of these that applies:

The asset's failed page rules, first match.
The asset's own unverified page template.
The failed pagerulesin Settings, first match.

The unverified page template in Settings.

The built-in page, in the visitor's language.

With Allow already verified asset page turned on, repeat scans of secure tags keep showing the designed product page with a notice

instead of a page for Already scanned.

Hashentic - Features & User Guide
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CATALOG

Presets andlookups

Two tools that keep alarge catalog consistent: presets reuse a structure, lookups reuse values.

Presets
Menu Catalog — Presets Permission Read/Write presets

Apresetisabundle of fields and a page template. Create one with Create preset ,thenadd fields and choose a template exactly as
onanasset. Whenyou create an asset, choose the presetin Use preset and the asset starts with the same fields and page. System
presets are provided by Hashentic; user presets are yours.

/presets/{id}

[ [Hashentic] > ¢« o=

ANALYTICS
— < Luxury timepiece Overview @
@ Verifications

+. Generatefields + Createfield
@ Geomap

@Fraud alerts Display name Property name Type Required ]

Template . Button color + Choose atemplate

E[ Customer questions

Serial number serialNumber Text @
CATALOG
Reference reference Text @
# Products v
& Assets Case material caseMaterial Lookup Q@ Q
If Presets
Dial dial Select
=
= Lookups Notemplate yet

Movement movement Select Pickastarterfrom the g the editor —y
OPERATIONS page will use it whenevera customer scans a product

= + Choose atemplate 5, EditTemplate
= Bulkoperations Production date productionDate Date # 5F P

I_:l Notifications
Warranty

warrantyMonths Number
(months)
°,5.° ERP Connections
Soldat soldat Lookup
SYSTEM
Gl Users Owneremail ownerEmail Emall °
0 Auditloa

Apreset for luxury watches: fields on the left, template on the right.

Lookups
Menu Catalog — Lookups Permission Read /Write lookups

Alookup is anamed list, such as materials, boutiques or markets. Eachitem has a Value (stored on the product), a Label (shown to
people) and a description.

Add items one by one ( Single mode )orimporta CSV or Excel file ( Multiple mode , with the Bulk write license feature and the Write
products permission), mappingits columns to value, label and description. Tick Override toreplace the whole list.

Thenuse the lookup in any number of Lookup fields.
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B [Hashentic]
rcs

@ Dasoond

© verfeations

© Geomap

@ raudoions

R Customerausstions
camios

# Produets

&y hssets

12 prosets

oeranons
= Bukoperations
£ Nottetions
< eRp Comectons
s
@I users

R audiion

Alookup of boutiques: label, value and description of each item.
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/lookups/{id}
N

< Boutiques Overview @

Q searchbyLabel

Duesi— TheDubsivat o0

i~ aHontenapolsone Mo
[ — o
P Ruo S Honors e

Jo—— s
- s
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sotaue s
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CATALOG

Labels and forms

Labels mark the state of products and tags; forms let customers send you information from the verification

page.

Labels

Where Asset— Labels tab Limit 15 labels per asset

/assets/{id}?tab=labels

[[Hoshentic] N
—

« Heritage Chronograph 42 Overview @

@ Dashboard

© verteations Gonersl  Setings  Products  Fields  Documents  Templates

© Geomep

Provasens
Gouinsock
@™
(-]
@D

stem

@i Users

©Hashent 2025 Vs cav- 0

™ audtion

Labels of the watch line.

Forms

AuhTemolates  Worows  Forms

Create labels with New label (name, color, description), for

¢ ot example Boutique stock, Sold, In service. Apply them on the

product page, in bulk with Bulk apply / remove , orfrom
- workflows.

Labels can choose a different verification page (auth templates),

decide which customers see a form, limit a workflow's scope,

and filter product lists.

[——

Where Asset— Forms tab License Asset forms

Forms appear on the verification page after a scan: warranty registration, newsletter sign-up, repairrequests. New form opensthe

form designer with text, image and divider blocks, all field types and an optional GDPR consent checkbox.

Form designer

CONTENT
= Text

& image

—  Divider

FIELDS

Tr Textfeld
Email field
Select field

Numberfiald

5 # O P

Lockup field

ED

Date field

]

Checkbox

Register your warranty

Full name

-

Purchase date

—.'}

mmy/dd/yyyy

X
Field
|’_Ema\\
oo @
Email -
wigth
Fullwidth (1/1) ad
Startanewrow
Minlength @ Maxlength @
Validation patterr Validation messar
Options
Required @ Protected ®

Hidden ®

Form designer. Blocks on the left, the live formin the middle, settings on the right.

Hashentic - Features & User Guide

Show this form to: all authentications, a tag type, or products with a given label.

Allow only one submission per authentication and Allow the customer to skip this form.
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¢ Show after delay (ms) lets the page load first. /assets/{id}?tab=forms
L. i @ [Hashentic] > o Do
¢ Submissions: see every answer with product and date, and e
L. — ¢ Heritage Chronograph 42 Overview @
Download submissions (CSV) .

© vereatons B Procucts  Fds D

. i . ., © Geomap
* Asubmission can start a workflow (trigger On form submit). P

5 Customerauestions e o o

cxnios

o erabid ’
4 products N

12 Prosets

S Lookups
oeuanons

= Bukoperstons

Q Nottcatons
o P Comections

@I sers

D audiioa e 2526 Wb . AP e

Forms tab with the warranty registration form.

Hashentic - Features & User Guide
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AUTOMATION

Workflows

Workflows react to what happens to your products, without anyone watching the screen: block a cloned

tag, label a product whenits warranty is registered, warn the team about repeated scans, or tell your CRM.

Where Asset— Workflows tab

/assets/{id}?tab=workflows

@ [Hashentic] 51
ANALYTICS
[ Dashboard

@ Verifications General

® Geomap

@Fraud alerts

E[ Customer questions
priority.

CATALOG
Narme

H# Products N

] Warran
2o Assets

IR Presets : Service

= Lookups

OPERATIONS
=, Bulk operations
I_:l Notifications

°.&; ERP Connections

SYSTEM
@Il Users

Q. Auditloa

Permission Read /Write workflows

< Heritage Chronograph 42 Overview @

Settings Products Fields Documents

IO copyfrom anotherasset

i Oneworkflow runs per trigger

Trigger Scope
ty registration (] b I
2 reminder Onvertfy Product type =Ntag424

@®Hashentic 2026 - Web dev - APl dev

Templates Auth Templates

License Workflows

P o ¢

Workflows Forms Labels

4+, NewfromAl

From template..

When an event fires, workfiows that share its trigger are checked from top to bottom — only the first one whose scope matches runs. Drag rows toreorder; the highera workflow sits, the highel

Enabled Ruins (24h /total) Last run
® 0/0 Never
) 0/0 Never

Workflows of an asset. Trigger, scope, on/off switch, runsin the last 24 hours and in total, and the last run.

Building blocks

Triggers

On verify (every genuine scan) - Onform
submit - On product blocked - On
product create - On external webhook -
On fraud detected (with a minimum
severity).

Hashentic - Features & User Guide

Actions

Show form - Send mail - Block product -
Block authentication - Update custom
fields - Add notification - Add label - Add
authlabel - HTTP request.

Logic

Condition with AND/OR groups on
fields, country, OS, tag type, scan
counts, distance from the last scan,
time of day, product age orlabels, with
then/else branches. Delay waits
minutes, hours or days.
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& B + Warranty registration

Scope

Allauthentications b Rate limit ® Unlimited
[x}
Onwarranty
On form submit
4 formfields
+
s}

a Mark sold
Add authlabel

#2

a

n Note
Add notification

Info | CustomMessage

® Enabled Saved-Oct13,202617:21:49

8=

Nothing selected

Clickanodeinthe canvas to edit it

The workflow editor. The canvas shows the triggerand steps; use + onaconnectiontoinsertastep. Click a step to edititin the panel

ontheright.

Good to know

° One workflow runs per trigger. If several workflows of an
asset share a trigger, the first one (top of the list) whose
scope matchesruns. Drag rows to set the order.

® Scope limits aworkflow to atag type or category, a field
value, specific tags, or tags with alabel.

® Every save creates a new version; you canview and restore
earlierones.

e Startfrom Fromtemplate.. (forexample Anti-counterfeit:
block onsecond scan), copy from another asset, or describe
theworkflowto New fromAl...

* Intextfields, the token pickerinserts values such as the
scan's country, the product ID or a custom field.

i Connecting other systems

Runs — Repeat scan check

(= nddier )

[ Stared & status Tigger Product Duration Curentstep sctions
8 13,2026 172152 Completed (Onvety) 50 485 - @
7 Oct1s 2026172152 Completed (Onveity) tEHSow a8s - ®
6 Oct13 2026172152 Completed onvery) SWoFAST 49 - @
s ct1s 2026172152 Gompleted (onverty 1996m 49s - @
4 ct1s 2026172152 Completed Onverty e 49 - ©
3 etz 202612152 Completed Onverty) a8 - ®

2 Oct13, 2026172152 Completed (Onverty) 2 495 - ©

Rowsperpage: 15 v 170f7

Runs: open them from the runs count. Each run shows its status, product
and every step'sresult.

Aworkflow with the On external webhook trigger gets its own URL and secret: your system signs each request with the secret, and

Hashentic starts the workflow for the product named in the payload. HTTP request steps call your systems; their addresses must
be listed in Settings — Workflows URL allowlist. The Integration guide inthe menuexplainsboth.

Hashentic - Features & User Guide
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OPERATIONS

Writing tags and printing barcodes

Creating products and giving them their authentication happens in one dialog: Products — Add new. NFC
tags are written through a USB reader connected with the Desktop utility; barcodes are generated instantly
and exported for printing.

Menu Catalog — Products — Add new Permission Write products License Bulk write for Multiple mode
Add product o Choose what to create
SingleMode  Multiple Mode DNFCTeg | B§ Barcode | B Withoutauthentication ®* NFCTag :writes the tag onthereader. The admin panel
@ croosomasset @ Ficous © v shows the type of the tag on the reader (NTAG 424, NTAG 215,
EM4425).

Assetname -

e Barcode :createsaproductwitha QR/barcode
authentication; no hardware needed.

@ e Without authentication :creates the productonly;adda
tagorcode lateronits page.

Selectanasset tostart

Pick an asset ab

Single mode

Choose an asset — Place tag / Fill values — Write. Pick the asset
in Assetname |, fillinits fields,andclick Write (or Create ).
When the tagis written, the product page opens.

Add product, NFC tag, Single mode. The header button shows whether the
Desktop utility is connected.

Add product X Add product X
Single Mode Multiple Mode D NFCTag = B8 Barcode {5 Without authentication Single Mode Multiple Mode D NFCTag B8 Barcode {5 Without authentication
° Choose anasset o Fill values © wie 0 Choose anasset © setupfieias o Generate barcodes
l—VoyageCardHolder X - I @ Tocontinue, pleaseselect anasset and afile
Assetn
Batch number * Leather* . ssetname
Voyage Card Holder -
Colour v Madein h = A
UploadFile  From ERP

Artisan Production date (i) (GRIPEECEIEN File not selected

Save import @

Barcode, Single mode: the asset's fields to fillin. Multiple mode: create many products fromafile, acount oran ERP.

Multiple mode

Choose an asset — Set up fields — Write tags / Generate barcodes.

v Upload file: CSV, XLSX or XLS, up to 100,000 rows and 10 v Rows that fail validation are highlighted; fix them with the
MB. The first row holds the column names. editiconbefore you start.

v From ERP: fetchrecords from a saved ERP connection ~ NFC tags are written one after another: place a tag, wait for
(chapter17). "written", take it off, place the next. Keep Saveimport

ticked to resume aninterrupted session later.
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v Generate by number: just a count, up to 50,000, for assets
without required fields.

v Setup fields maps each asset field to a column. Columns
named exactly like a field's property name are mapped
automatically.

v Barcodes are generated in the background as a bulk
operation; you can close the page.

v Tick Confirmontagoverride tobe askedbeforeatag
that already holds datais rewritten.

The Desktop utility

The Desktop utility is a small app for Windows and macOS (Apple

Desktop Utility Setup X Silicon and Intel) that connects a USB NFC reader to your
browser session. Itrunsin the system tray and offers updates
when they are available.

0 Downloadit from the setup dialog and install it.

e Click Register desktop utility :the app opens and signs
inas you. Alternatively paste the Desktop application
token from System — Applications.

6 Pluginthereader. When the utility is signedin, the header

Hashentic
Reads tags via USB and pushes them straight into your dashboard. buttonturns green: Connected N the Add pl’OdUCt dlalog
shows whether the readeritself is connected.
Your platform
Windows MEEOR(H Sl Een) MacOS(intel) The utility must be signedin with the same account as the
browser. The header button states are Connect frontend
¥ Download formacOS (Apple Silicon) r[]

(browser not connected), Connect application (utility not running

Runthe installer once it finishes downloading.

ornot signedin) and Connected.

Already installed?

Q Register desktop utility

Desktop Utility Setup, from the menu ( Setup desktop utility ) or System
— Applications.

Exporting barcodes

Open Download onaproduct, Download barcodes onanasset's Products tab (exports everything matching the filters) orona
finished bulk operation.

e Format: PDF (print-ready A4 sheets) or CSV, XLSX, TXT lists of links.

¢ Barcode type: QR code, DataMatrix or Code 128; optionally with yourlogo in the center of the QR code.

® URL version: Public (your verification address), Internal, and for GS1assets GS1 Digital Link and GS1barcode.
® Size: five presets from Extra small to Extra large, or a custom size with readability hints.

¢ Caption settings: print a field value or your own text under each code.

® Fixed settings: pages, codes per page and grid of the resulting sheet.
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Export X

BarcodeSettings  CaptionSettings  Fixed Settings

Format @
@ csv XLSX ™©r

Barcode type @
QRCode -

@ Includecenterlogo ®
Filename @
barcodes.pdf

Clone count @

1

Number of identical copies of this barcode to include in the export.
URLversion @

€

GSIDigitallink  GSbarcode

Generate PDF ance

Export: format, symbology, URL version and size.

Updating products
SingleMode  Multiple Mode
© sconproduct © renage product
Device
- LSTENNGON (@ Webcam @ NFCreader -Tag
[ Webcam preview
r"
_m
an
ks =l
L _J Scanaproduct to begin

g.the prod
@ ShowaQRortapatag

A Notsupported

Update product: scan with awebcam or the NFC reader.

Hashentic - Features & User Guide

Products — Update finds products by scanning them: show the
QR code to yourwebcam or tap the tag on the reader.

® Single mode opensthe scanned product's page, ready to
edit.

® Multiple mode collects many products (by scanning, from
the mobile app's scan queue, or by a query on the asset), lets
you set shared values with per-item overrides, and runs the
update in the background.

Only fields with the Update stage can be changed after creation.
Editing needs the Update records license feature.
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OPERATIONS

Bulk operations and ERP

Large jobsruninthe background and are tracked here. ERP connections bring product data straight from

your systems into the tag-writing wizard.

Bulk operations

Menu Operations — Bulk operations

Operation #2

10112

tems

up

25238851-9530-4adct-beb9-

61340282410 48ca-a7ea-3

8270c666-0166-4731-b35-4

DbOCFCe2-4726-451-8525-2.

76340673-1a04-407d-6285-7.

29318128 f26- 4501 b332-37.

B2c74ach-a008-4:

/bulk-operations

@ [Hashentic]
ANALYTICS

[ Dashboard

@ Verifications

@ Geomap

@Fraud alerts

2 customerquestions
CATALOG

H# Products

&o Assets

I Presets

3 Lookups

OPERATIONS

=, Bulkoperations

I,l Notifications

ﬁ“ ERP Connections

SYSTEM
@Il users

0 Auditloa

Permission Read/Write bulk operations

>l
Bulk operations
= Mdﬁller?\
Started Type
Wc;czt{‘ 222026 Barcode write
?7211;22026 Barcode write

Status

Completedw...

Completed

License Bulk write

. ROCERY.)

Progress Duration Started by Asset Actions
Voyage Card
10/12 Os administrator e ®
Voyage Card
36/36 Os administrator Holder (o]
Rowsperpage: 15 ~ 1-20f2

©Hashentic 2026 Web dev- API dev

Bulk operations: barcode generationruns and bulk updates, with status, progress, duration and who started them.

Bateh number

VC-2026-090 sar
VC-2026-091 Fac
Ve-2026-092 =
Ve-2026-093 sar
VC-2026-094
VC-2026-095 Foc
VC-2026-0% sar

S99 VC-2026-097 Foc

Cognac

Epony

Bordeau

Sondt

TalerUbraue

Javir Moina

TaterUbrique

avierMoina

LuciaRomero

TalerUbriue

Rows perpage:

» Faledonly

Productiondate

2026-07-10

2026-07-09

2026-07-07

2026-07-06

2026-07-04

2026-07-03

2026-07-01

2026-06-30

B 2o

Operation details: every item and its status; switchon Failed only

what needs fixing.

ERP connections

Menu Operations — ERP Connections

Status
Witen

Witen

Invald

tosee

Permission Manage ERP connections

|&

&

Statuses: Pending, Running, Completed, Completed with

errors, Failed, Cancelled.

View details lists theitems. Edit a failed row andretryit, or

use Retry failed forall.

Download barcodes exports the codes of a finished

barcode run.

Cancel stopsarunningoperation;items already done are

kept.

License Bulk write

Save areusable, read-only connection to your ERP or product database:

Hashentic - Features & User Guide
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New connection X

Connectionname

Source type @

REST/JSON v
URL @

Method @

GET v

Records JSON path @

Authentication @
None v

Customheaders @

+ Addheader

Cancel Save

New connection to a REST/JSON source.

Hashentic - Features & User Guide

e REST/JSON, JSON-RPC and GraphQL APIs, with no
authentication, abearer token, basic authentication oran
API-key header, plus custom headers.

* SQLdatabases: PostgreSQL, SQL Server, Oracle,
MySQL/MariaDB, with a single read-only query.

* MongoDB, with a collection, filter and projection.
Secrets are stored encrypted and shown masked. Each
connectionbelongs to the person who createdit. Useitin Add

new — Multiple mode — From ERP: Test /preview shows the
first 50 records, Fetchrecords loadsupto100,000.

For security, connections to local or private-network addresses
arerefused.
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OPERATIONS - SYSTEM

Notifications and auditlog

Notifications tellyou what needs attention; the audit log records who did what.

Notifications
Menu Operations — Notifications, and the bell in the header Permission Read notifications

/notifications

B [Hashentic] 51 « Poc@®

ANALYTICS

Notifications @ ——

Inbox of workfiow-emitted notifications.

[ Dashboard

@ Verifications

(=
© Geomap (= adier )
G Fraudalerts Select  Level Title Message Created Read
El Customer questions ittt T
= ' riticalfraud alert (score 90) for Heritage
(m] Ciitical Fraud detected: Heritage Chr.. N ioroaEh 42 ) Bronst et s Gt Oct13,202617:22:30
CATALOG Ahigh ty fraud alert d for an Atel
n igh-severity fraud alert was raised for an Atelier
(m] Ciitical Counterfelt suspected ot T s Fabe b anid s rxiad, Oct13,202617:22:30
H# Products v
§ ) High fraud alert (score 50) for Atelier Tote (106).
% Assets b Sitical Fradddutectad:Ateler T (- Signals: Cloned chip (counter) Oct13,202617:22:30
do
= Ahigh-severity fraud alert was raised for an Atelier
If Presets [m] Critical Counterfeit suspected orE T g s B B e ol e 0Oct13,202617:22:30
2 Lookups i i
= P [m] Critical Fraud detected: AtelierTote (.. Srsicalfoeid sl (scaie v0) for/Atelis ot (64, Oct13,202617:22:30
Signals: Cloned chip (counter). Impossible travel
OPERATIONS ) )
[m} Critical Fraud detected: Heritage Chr.. Mghfudalii Beore 50)fortieftags Oct13,202617:22:29

Chronograph 42 (21). Signals: Cloned chip..

= Bulkoperations
One Eaude ParfumNo. 7 carton has been scanned

[m] Warning Perfume cartonscanned repe... e B s s O ek b e iaH B e Oct13,202617:21:57
Q Notifications

OneEaude ParfumNo. 7 carton has been scanned
8% ERP Connections 0 Lo R KU E R more than three times. Check for copied QR cades. O3, 202617257

SYSTEM Rowsperpage: 15 v 1-Tofn

Bl Users °
®Hashentic 2026 Web dev- API dev

Y Auditloa

Notifications from the fraud engine and from workflows, by level: Info, Warning, Critical.

v System notifications: Fraud detected (High and Critical v Workflow notifications with your own title and text.
alerts), Counterfeit anomaly (a burst of failed scans), High ) ) ) )
) ) ) o v Open anotification to see its details, the product, and the
verification count and License expiresin N days. )
workflow runthat sentit.
v Filterby Unreadonly anddate; markread, orselectand

delete.

Auditlog

Menu System — Auditlog Access SuperUseronly
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/audit-log

E[Hashentic] 1

ANALYTICS

Auditlog

Who didwhat and when: every change, sign-in and actionin the admin panel,

[ Dashboard

@ Verifications

Search Period
® Geomap Q. User,action, objectID, IPor path All time
rravdatens Users ~  Modules ~ | Objectid
ctiontypes ( Create ) (Update ) ( Delete ) ( Login ) ( Execu evices ([5G Unknown ) (@ Wet Mobile app esktopapp
3| Customerquestions A C i D Un b ) (§ bil (L] Desk
Time User Module Type Action Result Object Device
CATALOG N
H# Products v AssetAut
AssetAuthenticationTe henticatio
Oct 13,2026 i
K e g ::’;“'“’5" Assets Create mplates. Post @ 200 nTemplat (o0 Unknown
do Assets POST/api/assets/ce7.. es
ce7868.
IR Presets
AssetAut
i Te henticatio
= Oct13.2026 " AssetAuthentication
= Lookups il :f‘;'“’s" Assets Create mplates.Post @ 200 nTemplat (eb Unknown
POST /api/assets/ce7.. es
ce7868
OPERATIONS
Oct13,2026 administr i Settings.SetSettings Setting
=, Bulkoperations 17:24:47 ator PUT fapi/settings HubUrl
= o Settings Update @ 204 @ Web
0 Notifications Oet13.2026 Assets. SetAssetConfig AssetCon
17-24:32 :f;“ms" Assets Update uration @ 204 figuration @ Web
: PUT fapi/assets/6776c.. 6776¢5.
‘.&." ERP Connections
Arnnte CathnnntFantn AeontCnn
SYSTEM Rowsperpage: £
@Il Users °
©Hashentic 2026 Web dev- API dev

D Auditiog

Auditlog: every change, sign-in and action, from the web, the mobile app and the Desktop utility.

Filter by period, users, modules (Users, Settings, Assets, Products, Workflows, License, Al...), action type (Create, Update, Delete,
Login, Execute), device andresult. Open an entry to see the exact changes (old — new values), then jump to
Show all activity of thisuser or Show history of this object
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Al

Al features

Alhelpsinfourplaces: it answers your customers, answers you, analyzes your scan data, and drafts

configuration foryou. It never changes data onits own.

Settings Al analysis, the Al assistant and customer answers are switched onin Settings

License Al, plus Al assistant /Al analysis / Customer Al

[[Hoshentic] N

awermcs

@ Dashboard

© verteatons

Analyticsby @ stasess

Welcome back,administrator %~
e o Your )
Prodsaes 19K | 19K N _‘
. customerauestons

S Verification analytics
 Products .
dy Assets
13 Preses
2 Lookups
= Bukoperaions
£ Noeatons

sk R Comectons

svstem
@i Users

HoVald o Ivalid
N audtion

Al assistant, opened with the sparkle button.

/assets/{id}?tab=ai-analysis

@ [Hashentic]
ANALYTICS

[ Dashboard

@ Verifications -al Settings Products Fields Documents
@ Geo map

arsations + New Last30days -
@Fraudalens

wwersations yet

Iy customerquestions

CATALOG
H# Products v

A

IR Presets

3 Lookups

OPERATIONS
=, Bulkoperations
I_:l Notifications

°,5: ERP Connections

SYSTEM
@Il vsers

N Auditloa

[ RERY-

Last24n Week

104w @

Az

Scansbytyp

Ntag24

Niag215
Barcode

Emaa2s

astoy s

Scans byvalidity 9)

Heritage Chronograph 42 Overview @

Previousperiod ~ ~ ount ¥

Al assistant

Ask where somethingis orhow to doiit: "Where do | see critical
fraud alerts?", "Show blocked products”, "Make a workflow that
emails me about failed scans". Answers come with buttons that
opentheright page orstart an Al tool. On an asset or product

page, the assistant also uses thatline's documents.
Al analysis

The Alanalysis tabonassetsand productsanswers questions
aboutyourscans ("Why are scans failing more often?", "Which
countries grew the most?") with findings, recommendations, a
chartand the figuresitused. Only aggregated counts, dates,
country codes, rounded locations and product labels are sent to
the Al service; IP addresses, browser details, form answers and
owner dataneverare.

«foe@
+ Addnew product

Templates AuthTemplates Workflows Forms Labels Al Analysis

Ask about verifications of this asset over a period: trends, failed scans, countries, fraud alerts or products that stand out.

What changed in the last 30 days?

Ask about thisasset...

Are there fraud risks | should look at?

Why are scans failing Whic the most?

Answers are generated by Al fror

ics. Cl tantnumbers in the h

©Hashentic 2026 - Web dev - APl dev

Al analysis with period, comparison, country and tag-type filters, and suggested questions.

Hashentic - Features & User Guide
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Answers for customers Generators

The assistant on the verification page answers in the customer's Create an asset from a description, generate fields, generate a
language from public fields, passport data and public page template, get protection recommendations, and draft or
documents. See Customer questions. modify workflows.

Documents: what the Al knows

Upload manuals, care instructions, warranty terms and certificates (PDF, DOCX, TXT or Markdown) at three levels: Settings — Brand
documents for the whole brand, the asset's Documents tab for a product line, and the product's Documents tab for one item. Set
eachdocument's Audience:

v Internal only (default): used by the Al assistant and analysis v Public: downloadable from the verification page, used for
foryourteam. customer answers, and can get a permanent public link.

v Authorities, Recyclers, Repairers: for Digital Product v Eachdocumentisindexed for Al; the status chip shows
Passport partners. whenitis Indexed and ready.
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SYSTEM

Users and access
Give each person theirown account, with exactly the permissions and product lines their job needs.

Menu System — Users Permission Read /Write users Limit number of usersinyourlicense

Jusers

@iHoshentc] : «Pos@
ANALYTICS
Users ©

Iy

[E] Dashboard

@ Verifications

Username Role name Status. Actions
@ Geomap
@Frau dalerts administrator SuperAdmin Active
124 customerquestions customs fr Authorty Active /7 0
CATALOG s T
emma.clarke Adrmin Active /7 O
H# Products v
lucas.meyer User Active /Z O
£ Assets
IS Presets service.milan Repairer Active Z 1
S Lookups
sofia.rossi User Active Z O
‘OPERATIONS
=, Bulkoperations
Q Notifications
& ERP Connections
SYSTEM Rowsperpage: 25 + 1-60fé6

@l Users °

© Hashentic 2026 - Web dev - APl dev
Q. Auditloa

Users with theirrole and status. The pencil edits anaccount, the bin deletesiit.

Edit account — lucas.meyer@kestrelvine.example x Create user asksfor:
Details: .

o g [ v —— ¢ Username and Email.

e e Role: Admin, User, or a partner role (Authority, Recycler,
Status: @ Active® O inactive @

Repairer). Permissions that come with the role are ticked and
Permissions:

J— cannot beremoved.

® Password: atleast 12 characters with a letter and a digit. You

Use Al analysis Use Alassistant

setitand passit on; noinvitation emailis sent.

Assets management: Delete assets Readassets Wiite assets

togaions management Hanage P comecions ® Status: Active users cansignin; Inactive users keep their data
Ucsrsamanagement Witotcane but cannot.

Lookups management: Readlookups Write lookups ° Permissions, grouped by area.

Notifications management: Readnotifications

° Allowed assets forroles that do not see everything.
Edit account: details, status and permissions.
Toreset someone's password, type a new one when editing the
account; this also signs them out. Nobody can give out a higher
role or permissions they do not have themselves.

Hashentic - Features & User Guide 44



SYSTEM

Settings, branding and license

Workspace-wide configuration: how verification links look, security rules, Al switches, fraud sensitivity, your

brandidentity and your license.

Settings
Menu System — Settings Permission Read /Write settings
/settings
Bllashents] . ¢ foe®
ANALYTICS
i @
[E] Dashboard Settlngs
@ Verifications
Q Tips Unverified page template @
@ Geomen * Settings here apply across the entire tenant. < Replace template
@Fraud alerts * Theunverified template is the global fallback shown whenever ascan

fails verification — per-asset templates override it.

I customerquestions

Use the panel on the right to design and preview the unverified page.

[Hashentic]
CATALOG
H# Products v NOT VERIFIED
General
& Assets Verhcstion UL prafc @ pesetastorsge © Verification failed
https://verify kestrelvine.exar Database -
We could not verify this product.
I Presets
ErrorMessage]
. Allow already verified L
= Lookups Require 2FAsetup @ assetpage @
Allow Google
OPERATIONS W i’ @
Athenticaton Invisible Tech, Visible Truth. - hashentic.com
=, Bulk operations L4
30
I,l Notifications
Al analysis enabled ®
ﬁ“ ERP Connections
Alanalysis conversations retention (days) @
aveTeM 180
Brand documents
Users i
& Alagsistant enabled © Files that apply toall products of the brand, such as warranty terms
tificat
D Auditloa Aassistant conversations retention (days) @ CAMPRIYCEReRIes

Settings. General settings on the left; the global unverified page, brand documents and the workflows URL allowlist on the right.

Setting

Verification URL prefix

Default NTAG 424 key

Assets storage

Require 2FA setup

Allow Google authentication

Allow already verified asset page

Al analysis / Al assistant enabled - Answer
customer questions on the verification
page

Maximum document file size (MB)

Hashentic - Features & User Guide

What it controls

The public address at the start of every verification link and QR code, such as
https://verify.your-brand.com/v . Mustuse https.

The key writteninto new NTAG 424 tags. Changing it affects only tags written afterwards.

Where integrity records are kept: Database or Blockchain. Fixed once the first asset or product
exists.

Every user must set up two-factor authentication at sign-in and cannot turn it off.

Existing users can signin with the Google account that matches their email.

Show the designed product page onrepeat scans of secure tags. When on, it applies to every
asset; when off, each asset can still turnit on.

Switch the Al features on, with retention periods and a daily limit for customer questions.

Upload limit fordocuments, 1-25 MB (default 10).

45



Setting

Invalid product verifications retention
period (days)

Verification alerts

Fraud & anomaly detection

What it controls

How long failed scans are kept (default 30).

A Critical notification when a product has more failed scans in an hour than the threshold (default

5), and a Warning when a single tag reaches a scan count (default 1,000).

On/off and every threshold of the fraud engine: travel speed and distance, velocity window and
count, gray-market scans and window, invalid-burst window, alert cooldown, High and Critical
score cutoffs.

Ontheright of the page you also design the Unverified page template (shown for failed scans of assets without their own) with its
languages, add Failed page rules that pick a different failed page for all products by failure reason, tag type or country (Verification
page templates), manage Brand documents for Al answers, and maintain the Workflows URL allowlist of addresses workflows may

call.
Branding
Menu System — Branding License White-label branding
/branding Turnon Override branding toreplace the defaults of your
B [Hashentic] >‘ ¢ Poec@® license with your own:
‘gm:m_m Branding @
Q Verfications

© Geomap
P Overid brancing ®

12 Customerquestions

cumos °
# Products
o hssets

I Presets

2]
5 tooks
° ‘
crearons

nksaroorn

Branding with a live preview on the right.

License

s — ¢ Brand name, shown in the admin panel, page titles and

verification pages.

¢ Logos (fullandicon, forlight and dark backgrounds) and a
favicon. Theiconlogois also embeddedin QR codes.

L ¢ Primary and accent colors.

¢ Links: website, support, privacy policy, terms; footer and
"Powered by" text on verification pages.

Menu System — License Permission Write license

Hashentic - Features & User Guide
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/license
[ [Hashentic]
ANALYTICS
[E Dashboard
@ Verifications
® Geomap

@Fraud alerts

Eﬁ Customer questions

CATALOG
H# Products v

2o Assets

| Presets

Lookups

i

OPERATIONS
=, Bulk operations
0 Notifications

°,5.° ERP Connections

SYSTEM
BNl Users

0 Auditloa

: B fos @

License @ Last sync: Oct13,202617:2132 | § Update
Details Calculation
Status: Active Verifications count: 1933
Activated at: Oct13,2026 Tags count 01%
M2of 250000
Expiration date: Mar 26,2028
Assets count 8%
40f50
Activate
Users count 24%
. 6025
Licensekey @ * @
Number of barcodes 0.1%

3460f1000000

Products count: 457
[ Talktosales
Needaquote, anupgrade, or have a question about your license? Send us and il get back toyou
Yourname *
administrator Company name *
Workemail *
it@kestrelvine.example Phone (optional)

License. Status and dates, usage against your limits, activation and a contact form.

v Details: status (Active, Expired, Blocked, Stale, Inactive),

activation and expiry dates.

v Activate: paste alicense key (format XXXX-XXXX-XXXX-

products, with progress bars against your limits.

XXXX-XXXX). Activation links from email are applied sales sends a message to the Hashentic team.

automatically after sign-in.

Your profile
/profile
[ [Hashentic] >
o Profile o
©® Geomap Change email
@ rraudsiens

2 Customarauestons
Curentpassword 0+

oo
4 products v
2y hasets
IR Presets seevmy

2 Lo Manage two-factorauthentication

ono

= Bulkoperations

£ Notfeations. PREFERENCES
A—— o——
@Il users

0 audition

Profile, from the avatarin the header.

* Accountaccess: change your email (confirmed with a code
¢ Pos@O sent to the new address) and your password.

* Security: Activate two-factorauthentication withany

Crurgepsenvord authenticator app, and manage your 10 one-time recovery

codes.

® Preferences: yourlanguage for the admin panel and for
emails.

026 Wed - Ao
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v Calculation: verifications, tags, assets, users, barcodes and

v Update fetchesthelatestversionofyourlicense; Talk to
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APPLICATIONS

Mobile app and Desktop utility

Two companion apps take Hashentic away from the desk: the mobile app for staff in stores, warehouses and
service centers, and the Desktop utility for writing NFC tags on the productionline.

Menu System — Applications License Mobile applications for the mobile app

/applications

@ [Hashentic] 51

ANALYTICS

Applications

[ Dashboard

Connect the mobile and desktop applications to your account

@ Verifications

® Geomap

0] :
@1 Fraudalerts She]
E‘g ‘Customer questions

&=z 0
CATALOG
H# Products v Signin on mobile
Connect the mobile app to this account by scanning a QR code.
2o Assets
1 Installthe mobile app on your phone

IR Presets

2 OpenitandchooseSignin by scanning QR

i

Lookups 3 Scanthecode thatappearson this page

OPERATIONS
=, Bulk operations

Q Notifications

2 ShowQRcode [J pownloadthe mobile app
‘3‘; ERP Connections

SYSTEM

@Il users

Q. Auditloa

B fos @

Desktop application
Reads and writes NFC tags through a USB reader and sends them straight to this
account

1 Download andinstall the desktop utility
2 Pastethetokenbelow when the utility asks for it

3 ConnectaUSBNFC readerand start working with tags
Desktop application token @

©

& Setup desktop utility

@ Hashentic 2026 - Web dev - APl dev °

Applications. Signin on mobile with a QR code, download the apps, and get your Desktop application token.

The mobile app

Available for Android 8.0 and later and foriPhone with iOS 16.4 and later. Reading and writing tags needs a phone with NFC. The app
follows the phone's language (English or Russian) and supports light and dark themes.

For everyone

® Isitgenuine? Anyone can check a product without an
account: scanthe QRcode,tap Read NFCtag ,ortype
the link. The app checks that the link belongs to aregistered
Hashentic workspace before opening the brand's page.

For staff

® Signinwithyourworkspace address, username and
password, or by scanning the QR code from Applications —
Signin on mobile. Two-factor authenticationis supported,
and you can keep several accounts.

° Applockwitha 6-digit PIN and/or Face ID or fingerprint.

® Scanaproductto see agreen Verified orred Verification
failed result with the reason and public fields, then open the
productor Save forbatchupdate .
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Products: search by identifier ortag UID, filter by asset,
label, tag type and status, and open the product card with
its tags, fields and history.

Create products and edit fields (secure tags may ask you to
tap the tag first).

Write NFC tags (NTAG 424, NTAG 215, EM4425) straight from
the phone, with cryptographic read-back. Interrupted
writes can be finished or discarded later.

Block, unblock or delete products, according to your
permissions.

Open a product from the web: scan the
QR for the mobile app shownonaproduct page.

Partnerroles (Authority, Recycler, Repairer) see and edit only
the passport fields meant for them.
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The Desktop utility

A small Windows and macOS app that connects a USB NFC reader to your account; you keep working in the browser. Download it
from Setup desktop utility , signinwith Register desktop utility orthe Desktop application token, and pluginthereader.Itrunsin
the background from the system tray and shows which accountitis connected to. When a new version is available it offers the update
andinstallsitonceitisidle, notin the middle of writing a tag. See chapter 16 for writing tags withit.

i Tokens

The Desktop application token on the Applications page signs the utilityinasyou. Regenerate invalidates the old token, which
signs out any utility still usingit.
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YOUR CUSTOMERS

The consumer verification page

What your customer experiences after tapping the tag or scanning the code: aninstant answer, in your
brand's design, and areason to stay.

E[Hashentic] [Hashentic]

e VERIFIED

NOT VERIFIED

Verification failed

We could not verify this product.

Join the Kestrel & Vine Circle Product verification failed

Early access to new fragrances and private
boutique events.

First name *
Invisible Tech. Visible Truth. - hashentic.com

[NFC] BOTTOM STICKER

NTAG213 - BOTTOM STICKER

.
Authentlc prOduCt O 1agree to receive news from Kestrel & Vine. |
This item has been verified by can unsubscribe at any time.
Hashentic.
GTIN 2012345000070
BRAND NAME Kestrel & Vine

TRADE ITEM Eau de Parfum No. 7,
DESCRIPTION 50 ml

NET CONTENT 50

NET CONTENT UOM MLT
TARGET MAR ) FR 3
Powered by Hashentic Powered by Hashentic

Verified. The Cosmetics design from the gallery A form offered after the scan, here anewsletter Not verified. Shown for failed scans; designitin
with the product's fields. sign-up with consent. Settings or per asset.

What happens onascan
0 The tag or code opens your verification link. A secure NFC tag adds a one-time cryptographic code toiit.
9 Hashentic checks the product, the tag and its counter, and records the scan with time, location and device.

e The customer sees the asset's verified page, or an auth template that matches the scan's tag type, label or country. Failed
scans show the unverified page, or the page of a failed page rule that matches the failure reason, tag type or country. Apage
with several languages opens in the language of the visitor's browser.

o Workflows with the On verify trigger run, and fraud detection takes the scaninto account.

Onthe page
v Your design from the gallery, the block builder, your own v Ask about this product: the Al assistant answersin the
HTML or your website. customer'slanguage, using only public information. It never

confirms authenticity itself; that is the scan's job.
' Your customer's language: templates you translated open

in the visitor's browser language; the built-in page speaks v Botprotection (Cloudflare Turnstile or Google reCAPTCHA)
the sixadmin panellanguages. guards the Al assistant and forms, never the verification
itself.
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v Documents button: downloads of the public manuals and
certificates for the product.

v Forms: warranty registration, sign-ups, repair requests, with
consent checkboxes linked to your privacy policy and
terms.

v The assistant and forms work in English, German, Spanish,
Polish, Russian and Chinese, following the visitor's browser.

Repeat scans of secure tags

Eachtap of an NTAG 424 DNA or EM4425 tag produces a new code. Opening the same link a second time (from browser history ora
shared message) fails as "Already verified". That protects against copied links. If customers like to come back to the page, turnon
Allow already verified asset page: designed pages are then shown again with the notice "Product is not verified. Current urlused
more than once." (without documents, assistant or forms).

Hashentic - Features & User Guide
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Step-by-step guides

Shortrecipes for the jobs you will do most often, from securing

your account to answering a counterfeit alert. Each one names the

exact buttons to click.

24

25

26

27

28

29

30

Secure your account

Set up anew productline

Design the verification page

Translate the verification page

Show a different page when a scan fails

Create QR-coded products and print labels

Write NFC tags with the Desktop utility

3

—

32

33

34

35

36

37

Investigate a fraud alert

Block cloned tags automatically

Collect warranty registrations

Add ateam member

Update many products at once

Help the Al answer your customers

Connect the mobile app



GUIDE - EVERYONE

Secure your account

Turn on two-factor authentication so a stolen password is not enough to getinto youraccount. It takes two
minutes and an authenticator app such as Google Authenticator or Microsoft Authenticator.

o Click your avatarin the top-right corner, then Open profile .

e Under Security, tick Activate two-factor authentication .

e Scan the QR code with your authenticator app, or type the code shown underitinto the app.

o Enter the 6-digit code from the app in Two-factor authentication code, your Account password, and click Send .

e Save your10recovery codes with Copyall or Download.txt , keep them somewhere safe, tick
I have saved my recovery codes andclick Done .

From now on, sign-in asks for a code from the app. If you lose your phone, use Use arecovery code instead; each code works once.
You canregenerate a fresh set onyour profile.

/  Foradministrators
To make 2FA mandatory for everyone, tick Require 2FA setup in System — Settings. Users without 2FA are then asked to set it up at
their next sign-in.

GUIDE - CATALOG MANAGERS

Setup anew productline

Before the first product can be tagged, Hashentic needs to know what the product line looks like. We will set

up the Heritage Chronograph watch from the examples.

1. Prepare shared lists (optional)
o Open Catalog — Lookups and click Createlookup .Nameit, forexample, Case materials.

e Openthelookup andclick Createitem .Additemsonebyone,orswitchto Multiple mode anduploadaCSV orExcelfile
withvalue, label and description columns (Multiple mode needs the Bulk write license feature and the Write products
permission).

2. Create the asset

a Open Catalog — Assets and click Create asset .

e Enter the Name and a Description. If the line has a fixed run, enter the Amount and tick Limited . If you already have a preset for
thiskind of product, chooseitin Use preset .

e Tick GS1compliant to use GTINs and GS1 Digital Link, or DPP compliant for a Digital Product Passport, and complete the extra
steps.

o Click Create .The assetpage opens.

3. Define the fields

o Openthe Fields tabandadd afield foreach piece of data, such as Serial number (Text, Required, Show in grid), Case material
(Lookup) or Production date (Date, only past dates).
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o Choose the Field stage: Create fordataknown atproduction, Update fordataadded later,suchas Sold at.

o Tick Protected forpersonaldataand Hidden foranythingcustomersshouldnotsee.

Asset field — Case material X

Attributes

Display name * Property name @
Case material caseMaterial

Type @
Lookup v

Lookup @
Case materials v

Options

Required @ Protected @ Hidden @ Showingrid @

Field stage @

Create @ Update ®

Data audience (DPP) ®

Public @ Authority @ Recycler @ Repairer @

A Lookup field drawingits values from the Case materials list.

4. Set the protectionrules
° Onthe Settings tab, addthe countries where the line is sold to Authorized regions, so gray-market scans raise alerts.
e Optionally switch on Answer customer questions with Al and write a welcome text.

e Add Labels youwilluse later, such as Boutique stock and Sold.

~/  Reuseit

Happy with the structure? Recreate it as a preset in Catalog — Presets and pick it the next time you create a similar asset.

GUIDE - MARKETING

Design the verification page

Pick a design from the gallery, choose what it shows, and preview it before customers seeit.

0 Openthe assetand gotothe Templates tab.Under Verified page template click Choose atemplate .

Hashentic - Features & User Guide
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Choose a template

Templates Gallery
o Design

= Filters

FromScratch

+, AlPowered

© Fieios

Product

Sl i
Vertetat
Bcssenee] = i

Authentic product asnentie

Authentic by design.

Authentic product of authenticity

Language @
EN - Light Dark

The gallery. Open Filters tosearch, orfilter by style, use case and layout.

o Review

B Hoshentic) Minimal Classic
fe = Clean, lots of whitespace, thin dividers.
v
Authentic product
e General Tech Compliance
[ [Hashentic]
Minimal Classic Hero Spotlight Terminal venareo
Clean, lots of whitespace, thindivid... Gradient hero band + floating card. Terminal aesthetic, mono font, ASC... Authentic product
Thistem has bosn verfied by Hashentic.
(o) () | () o) (tng) o) o) (i)
3,

[Assethane]

[Seriallunber]

[veritiedat]

vl Toch. Vbl T, - i

e Click adesignto preview it. Switch between Light and Dark andthe pagelanguage,thenclick Next .

e On the Fields step, tick the fields to show and order them with the arrows. Smart defaults picks a sensible set. Click

o OnReview, check theresultandclick Apply .

Choose atemplate

Templates Gallery FromScratch 4+, AlPowered

° Design Q Fields

Review

@ [Hashentic]
VERIFIED

Authentic product

This item has been verified by Hashentic.

HASHENTIC

® NTAG424 DNA - CASE BACK

Language @
EN v

Review step: the watch page with the chosen fields.
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< Back v Apply Cancel

Next .
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e Optional: setthe Buttoncolor forthe documentsand assistant buttons, orclick Edit Template toadjusttextsandimagesin

the block builder.

Forfailed scans, keep Use global template (designedin System — Settings) ordesign a page just for this asset.

Check theresult onany product: openitandclick Preview .

i Different pages for different scans

Onthe Authtemplates tab, New template addsapage thatappliesonlyto certaintagtypes,labels orcountries, forexample
anotice for scans outside your markets, or a staff page for products labelled Boutique stock.

GUIDE - MARKETING

Translate the verification page
Show the product pagein your customers'languages. Al drafts the translation; you check it and save.

Openthe assetand gotothe Templates tab. Save the verified page template firstif you changedit.
Inthe Languages barunder the template, click Addlanguage .
The first time, set the Language of the base content: the language the template is writtenin now.

Choose the New language from the list, or type a code such as pt-BR .

Pick Translate with Al ,or Copy the base content and translate it myself ,andclick Add .

Add alanguage X

Language of the base content

English (en)

The language the current template is written in

New language

German (de)

Pick from the list or type a code suchas pt-BR

O Copy the base content and translate it myself

@ Translate with Al

Adding German to a template written in English.
o Openthenewlanguage andclick Edit tocheckproductnames,claimsand legaltexts. Save.

o Do the same for the unverified page and for every auth template and failed page rule your customers may see.

e Testit: set your phone or browser to that language and scan a product.

/  Whenthe base page changes

Languages are separate copies. Afteryou change the base template, open eachlanguage and click Translate again with Al (this
replaces your edits to that language), or edit it by hand.

Hashentic - Features & User Guide
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GUIDE - BRAND PROTECTION

Show a different page when a scan fails

Tell customers in plain words what happened: areused link, a withdrawn product and a suspected copy each
get theirown page.

o Openthe asset,gotothe Authtemplates tab and scrollto Failed pagerules. Click Newrule .

o Name it, forexample Link already used. Under Failure reasons choose Already scanned.

New failed page rule X
Name *
Link already used

Conditions ()
Failure reasons
Already scanned v
Authentication types v
Countries v

Page template

+ Choose atemplate

Save the rule to add languages

The rule for links that were already used.

Under Page template, design the page: for example "This link was already used. Tap the tag again to check the product.” Save.
Add a rule Withdrawn product for Blocked or withdrawn, with your service contact on the page.

Add a rule for Authentication failed with a warning and a way to report a suspected copy. Limit it with Countries if the contact
differs by market.

Drag therulesinto order. The first rule that matches a failed scan wins; scans that match none show the asset's unverified page.
Addlanguagesto eachrule's page if your customers need them (Translate the verification page).

Forevery productline at once, add the same rules in System — Settings, under the global unverified page template.

Repeat scans of secure tags

With Allow already verified asset page turned on, repeat scans keep showing the product page with a notice, so the Already
scanned ruleis not used. In custom HTML you can also read the failure group from the [FailReason] placeholder (Appendix B).

GUIDE - OPERATIONS

Create QR-coded products and printlabels

Create abatch of products from a spreadsheet and print a sheet of QR codes, with no special hardware.
License Bulk write for steps 2-7

o Prepare a CSV or Excel file with one row per product. Name the columns like the asset's fields (the property names, such as
batchNumber) and they will be matched automatically.
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Open Catalog — Products — Add new, choose Barcode andthe Multiple mode tab.

Pickthe assetin Assetname ,choose Upload file andselectyourfile.(No data perproduct? Choose
Generate by number and enteracount.)

Click Next .Checkthatevery fieldis mapped to the right columnin Set up fields, then Next again.

Fix any highlighted rows with the editicon, thenclick Generate .The codes are created inthe background;you can close the
dialog.

Open Operations — Bulk operations. When the run shows Completed, click Download barcodes .

InExport,choose PDF , QRCode andthe Public URL version, pick a size (Medium suits mostlabels), and on
Caption settings printa field such as the batch numberundereach code. Check the gridon Fixed settings and click
Generate PDF .

Export X

Barcode Settings Caption Settings Fixed Settings

Caption Caption enabled »

Captiontype @

DataField

Display name @

Select a field

Alignment @

Size

Font size: 10 pt (3.53 mm)

Gap under barcode: 4 pt (1.41mm)

—

Generate PDF Cance

Caption settings: a field value or your own text under every code.

v Single products

Forone product,use Single mode instead: fillinthe values, click Write ,then Download onthe productpage.
Clone count prints several copies of the same code.

Hashentic - Features & User Guide
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GUIDE - PRODUCTION

Write NFC tags with the Desktop utility

Secure NFC tags are written at your production or packing station with a USB reader. You need the Desktop
utility, a USBNFC readerand blank tags.

Once: install and connect
0 Inthe menuclick Setup desktop utility ,check that Your platformisright, and click Download for.. .Runtheinstaller.

9 Backinthe dialog, click Register desktop utility . The utility opens and signsinasyou. (Or copy the Desktop application
token from System — Applications and paste itinto the utility.)

o When the utility is signedin, the header button turns green: Connected . Then plugin the reader; the Add product dialog tells
you if the readeris missing.

Write one tag

° OpenProducts — Add new, keep NFCTag and Singlemode ,and pickthe asset.

e Place atag onthereader. The admin panel shows the type of the tag on the reader.

e Fillin the product'svalues and click Write . Wait for "Tag written."; the new product's page opens.

Write abatch
Switchto Multiple mode |, pick the asset and upload your file (or fetch the records fromyour ERP). Keep Saveimport ticked.
Map the fields, fixhighlighted rows, and click Generate .

Place the first tag, wait until it is written, remove it, place the next. Progress and any errors are shown perrow; use Retry failed
attheend.

Interrupted? Open the same asset in Multiple mode againand click Proceed to continue where you stopped.

If the button says "Connect application"
The utility is not running or not signed in with your account. Click the button to startit. If it still does not connect, open the utility's

window from the system tray, or register it again from the setup dialog. Once it connects, you can download its logs for support
from the header button's menu( Downloadlogs ).

GUIDE - BRAND PROTECTION

Investigate a fraud alert

A Critical alert has appeared: the same watch was scanned in Paris and, two hours later, in Istanbul, with an
oldertag counter. Here is how to work it.
0 Open Analytics — Fraud alerts. Use Add filter — Status = New and Severity = Critical to focus.

e Click the alert. Read the Signals (here Cloned chip and Impossible travel), the Metrics (distance, speed, counters) and the
Triggering scans.

o Click Acknowledge so colleaguesknow you are onit.
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o Open Verifications, search for the product's identifier, and open the clockicon for the full Verification history of the tag: where
and on which devices it was scanned.

e If the evidence holds, open the product, goto Authentications ,and choose Block authentication forthe clonedtag. Every
later scan of it fails. (Blocking the whole product fromits page needs a tap of the genuine tag, unless the asset allows
unprotected management.)

o Backonthealert, click Confirmfraud .If it was a false alarm, for example a customer travellingwith a VPN, click Dismiss .

v/  Lookwider

Onthe Geomap, switchon Invalid and Risky toseewhetherfailedscans clusterinthe same place. Onthe asset, Alanalysis
can summarize what changed: "Are there fraud risks | should look at?"

GUIDE - AUTOMATION

Block cloned tags automatically

Let Hashentic act onits own when the fraud engine is sure: block the tag and alert the team, at any time of
day.

Openthe asset,gotothe Workflows tabandclick New workflow .Name it Counterfeit response.

Click Addatrigger andchoose Onfraud detected. Inits properties set Minimum severity to High.

Click Addstep — Add notification. Choose the Custom message template, write a title and text, and set Level override to
Critical.

Add another step: Block authentication.

Make sure Enabled isonandclick Save .

€ B + Warranty registration ® Enzbled Saved-Oct13,202617:21:49
Scope
All authentications - Rate limit @ @ Unlimited
o Selected: Add notification - Note
Onwarranty
On form submit Label
4 formfields note
Lowercase letters, digits, underscores. Must start
withaletter.
+ Template
Custom message
] Free-form notification with your own titie and body.
Mark sold T
lemplate args
Add authlabel
Custom title *
#2 New warranty registration s}
Custom body *
2 Anowner registered the warrantyfora {2
o Level override
Info -
n Note
Add notification
Info ' CustomMessage
+
i

Editing a step: the properties panel on the right.
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Every time a High or Critical alert is raised for this asset, the workflow runs. Block authentication acts only on alerts about one specific
tag (cloned chip, impossible travel, velocity); for gray-market and invalid-burst alerts it is skipped, but the notification is still sent.
Opentheruns countinthelist to see eachrun, the productit acted on and the result of every step.

i Prefer aready-made recipe?

Fromtemplate.. — Anti-counterfeit: block on second scan blocks a product the second time itis scanned and notifies you: a
good fit for single-use items such as sealed packaging.

GUIDE - CUSTOMER CARE

Collect warranty registrations

Turn the moment of verification into aregistered customer: a short form after the scan, and the product
marked as sold.

0 Opentheasset's Forms tabandclick New form .

e Inthe form designer, add a heading and a line of text, then the fields: Full name (Text), Email, Purchased at (Lookup of your
boutiques), Purchase date (Date). In the settings panel, under GDPR consent, turn on the consent checkbox and fillinits text and

version.

e Name the form, set Show this form to = All authentications, tick Allow only one submission per authentication and Allow the
customer to skip this form, and save.

Goto Workflows — New workflow . Trigger: Onform submit, choose your form. Add Add auth label — Sold, and Add
notification foryour customer-care team. Save.

e Scana product: the form appears on the verification page. Submissions are listed on the form's row;
Download submissions (CSV) exports them.

J  Privacy

Mark personal fields such as the email as Protected on the asset if you also store them on the product, and set your privacy policy
and terms URLs in Branding so the consent checkbox links to them.

GUIDE - ADMINISTRATORS

Add ateam member

Example: Lucas runs the packing station. He needs to create and tag products, but not change settings or
see customer questions.

Open System — Users andclick Create user .

Enter a Username (for example lucas.meyer), his Email and a starting Password (12+ characters, aletter and a digit).

Choose the Role User and leave the status Active.

Tick the permissions he needs: Read assets and lookups; Read, Write and Update products; Read and Write bulk operations;
Read verifications.

In Allowed assets, select the product lines he works on, and click Create .
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o Give Lucas his username and starting password through a secure channel, and ask him to set up two-factor authentication.

i Who sees what

Admins see all assets; Users only their allowed assets. The Audit log is reserved for the Super User. Toremove access, set the
accounttolnactive (datais kept) or deleteiit.

GUIDE - OPERATIONS

Update many products atonce

Example: 40 card holders were moved to the pop-up store and their Retail status must change. Fields need
the Update stage to be editable.

0 Open Catalog — Products — Update and switchto Multiple mode .

a Collect the products:

e Scan :scaneachproduct's QR code with the webcam ortap tags onthereader; orclick Import from queue to take the
products a colleague scanned with the mobile app.

* Query :pickthe assetand filter the products (by label, date, type..). Only assets with Allow unprotected management are
offered.

o Click Continue to values .Under Shared values, set the new value for everyone; override individual rows if needed. Click
Continue toreview .

o Checkthelistandclick Startupdate .The updaterunsinthe background and appearsin Bulk operations, where you canretry
anything that failed.

GUIDE - CUSTOMER CARE

Help the Al answer your customers

The assistant on the verification page can only be as good as the information you give it. Use what customers
ask to fill the gaps.

° Turn the feature on: System — Settings — tick Answer customer questions on the verification page, then oneach asset's
Settings tab tick Answer customer questions with Al and write a welcome text.

e After a week, open Analytics — Customer questions and click the Noinformation tile. These are the questions your data
couldnot answer.

Group the gaps: careinstructions, warranty terms, ingredients, servicing.

Upload the answer: onthe asset's Documents tab (or Settings — Brand documents for brand-wide topics) click Upload
and add a PDF, DOCX, TXT or Markdown file.

Onthe document'srow choose Edit ,set Audience to Public and the language, and save. Wait until the status chip shows
Indexed.

Check Thumbsdown regularly: these answers were not helpful to the customer.
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i What the assistant will not do

It answers only from public product data and public documents, in the language of the question. It refuses to confirm authenticity
(the scan does that), to discuss unrelated topics, or to handle personal data.

GUIDE - FIELD STAFF

Connect the mobile app

Signinonyourphonein seconds by scanning a code from the admin panel; no typing of server addresses or
passwords.

Install the Hashentic app on your phone. On Android, the admin panel offers the download: menu— Mobileapp —
Download APK , or scan the code shown there.

In the admin panel open System — Applications and, under Signin on mobile, click Show QR code .

Onthephonetap Staffsign-in — Signinby scanning QR , allow the camera and scan the code. The code is valid forup to
two minutes (a new one appears automatically) and works only once.

If your account uses two-factor authentication, enter the code on the phone. The web page confirms: "Successfully signedin on
your phone."

Recommended: protect the app witha PIN or Face IDunder Applock .

You can now scan products, look them up, edit their data and write NFC tags from the phone. To open a specific product, scan the
QR for the mobile app onits pageinthe admin panel.
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Lists tolook things up in: why scans fail, what you can putinto a
page template, languages and limits, and answers to common

questions.

A Verification failure reasons C Languages, formats and limits

B Template placeholders D Troubleshooting and FAQ



APPENDIX

Verification failure reasons

The Reason shown on the Invalid tab of Verifications, and what it usually means.

Reason

Invalid product

Invalid PICC

Invalid CMAC

Invalid signature

Invalid UID

Invalid transaction

Already verified

Read counter mismatch

Productis blocked

This authentication has been blocked

This productis only available forinternal

verification

Unspecified

Reasons in failed page rules

Whenit happens

The code orlink is unknown, its product was deleted, oran NFC tag
was not finished writing.

NTAG 424: the encrypted tag data does not decrypt to the
expectedtag.

NTAG 424: the tag's cryptographic signature is wrong.

EM4425: the signed datais malformed or the signature is wrong.

The tag's unique ID does not match the one registered for the
product.

Thelink's transaction does not match the product'sintegrity record.

Asecure tag's one-time code was used before: the same link was
opened again.

The tag's counter went backwards compared with earlier scans.

The product was blocked by your team or a workflow.

This particular tag or code was blocked.

The product lineis restricted to internal checks.

Anunexpected error during the check.

Failed page rules group the reasons, so one rule covers related failures:

Rule condition

Already scanned

Blocked or withdrawn

Internal use only

Authentication failed

i Barcodes and NTAG 215

Reasons

Already verified

Productis blocked : This authentication has been blocked

This product is only available forinternal verification

Every otherreasonin the table above

Usually means

Fake or mistyped code

Forged orcloned tag

Tampered or copied link

Forgedtag

Swapped or forged tag

Manipulated link

Re-shared link orreplay

Clonedtag

Stolen, recalled or
suspectitem

Known copy of atag

Not for public scanning

Contact supportif
frequent

These carry a fixed link and cannot detect copies on their own: every scan of a copied QR code is valid. Watch them with the
Velocity spike and Gray market fraud signals, and block codes that are clearly being copied.
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APPENDIX

Template placeholders

Inblock-builder and custom HTML templates, words in square brackets are replaced with real values when
the pageis shown. Names are not case-sensitive; unknown placeholders stay as they are.

Placeholder Replaced with

[AssetName] The asset'sname

[AssetDescription] The asset's description

[VerifiedAt] Date and time of the verification (UTC)

[VerifiedDate] Date of the verification

[VerificationMethod] The carrier type that was scanned

[propertyName] The product's value for any asset field, e.g. [serialNumber], [caseMaterial]

GS1fields For GS1assets: [gtin], [brandName], [tradeltemDescription], [netContent], [batchLotNumber],

[expiryDate] and the other GS1 attributes
Passportdata Any top-levelitem of the asset's product passport, by its key

[Transactionid] - The integrity record and its explorer link, when assets are stored on a blockchain
[TransactionLink]

[ErrorMessage] On the unverified page only: why the check failed

[FailReason] On the unverified page only: the failure group as acode, already-scanned, blocked, internal-only or
auth-failed , forexample to switch textsin custom HTML

Hidden fields

Aplaceholderfillsin the value evenif the field is marked Hidden. Only put fields on a page that customers may see.

The Integration guide inthe adminpanel (Custom HTML templates) explains how custom HTML pages can also read the full
verification data with a script, and how an external website receivesiit.

APPENDIX

Languages, formats and limits

Item Value

Admin panellanguages English, Deutsch, Espafiol, Polski, Pycckuii, 132

Verification page assistant, documents Same sixlanguages, following the visitor's browser; Al answers follow the language of the
and forms question
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Item

Page template languages

Built-in verification page

Mobile app languages

NFC tags

Barcodes

Field types

Import files

Generate by number

Barcode bulk operations

ERP fetch

Documents

Labels

Passwords

Recovery codes

Desktop utility

Mobile app

Value

Base content plus up to 10 languages per template; the visitor's browser language decides

The sixadmin panellanguages, following the visitor's browser

English and Russian, following the phone

NTAG 424 DNA, NTAG 215, EM4425

QR code, DataMatrix, Code 128; GS1Digital Link and GS1element strings for GS1assets

Text, Email, Number, Select, Lookup, Date, Checkbox

CSV(comma, semicolon, tab or pipe), XLSX, XLS; up to 100,000 rows and 10 MB

Up to 50,000 products at once

Up to 200,000 records; bulk updates up to 50,000 items

Preview 50 records; fetchup to 100,000

PDF, DOCX, TXT, Markdown; 10 MB each by default (up to 25); up to 20 per product, 50 per
asset, 100 brand-wide

Upto15perasset

12-128 characters with at least one letter and one digit; 5 failed sign-ins lock the account for 5
minutes

10 single-use codes peruser

Windows x64; macOS Apple Silicon and Intel; USB NFC readers

Android 8.0+;iPhone withiOS 16.4+; NFC-capable phone for tags

Yourlicense adds its own limits: users, assets, tags, barcodes, products, Alusage, document storage, workflow runs and customer
questions. See System — License for your current usage.

Troubleshooting and FAQ

A menu item from this guide is missing.

It needs a permission you do not have, or a feature your license does not include. Ask your administrator which permissions and license
features youraccount has.

"Write" stays disabled in Add new.

Hover overit to see why: no asset selected, the Desktop utility orreaderis not connected, no tag on the reader, the tag typeis notin
yourlicense, or atag orbarcode limit has beenreached. Empty required fields are reported when you click Write.
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The header button says "Connect application" although the utility is running.

The utility is signed in with another account, or from another computer. Register it again from Setup desktop utility, orregenerate the
Desktop application token and pasteitin.

A customer says a genuine product shows "not verified".

Look the product upin Verifications — Invalid. "Already verified" means they reopened an old tag link: they should tap the tag again, or
you can turn on Allow already verified asset page. "Product is blocked" means someone blockediit.

A customer sees the verification page in the wrong language.

The page follows the language of the visitor's browser. If the template has no versionin that language, the base content is shown: add
the language on the template (Translate the verification page).

The dashboard looks empty.

Check the asset picker and the period (D, W, M, Y, All). New scans can take about a minute to appearin charts.

Why are some scans without a country?

Location comes from the scanner'sinternet address and needs the Geolocation analytics license feature. Scans from private
networks cannot be located.

Canlchange a field after products exist?

You can edit and add fields, but not delete them or change their property name. Values of existing products can be changed only for
fields with the Update stage.

A document is stuck at "Waiting forindexing" or shows "Indexing failed".

Indexing runsin the background and can take a few minutes. Scanned PDFs without a text layer cannot be read: upload a text-based
PDF and use Re-index.

Workflows with an HTTP request cannot be saved.

Add the address pattern (forexample https://crm.example.com/* )to Settings — Workflows URL allowlist first.

How do | give an auditor read-only access?

Create a Userwith only read permissions (products, verifications, assets) and the relevant allowed assets. Changes are recorded in the
Auditlog.

Where can developers learn about the APl and webhooks?

Open Integrationguide atthe bottom of the menu: guides for custom HTML templates, workflows, the REST API, webhooks and
ERPintegration.
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